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How to Complete This Course 
How to Complete the Guide and Exercises 
This course is broken down into course modules.  In order to develop a better understanding of the 
content of this course it is recommended that the student complete the work as follows: 

 Complete a reading and a study of the information contained in each module for 
understanding and comprehension. 

 The student is encouraged to make notes as they work through the course guide.  These 
notes can assist the student in assignments following each module.  Notes may be 
related to key ideas the student wishes to remember as well as personal insights the 
student may have. 

 Complete all corresponding assignments (see Completion Checklist, located on the 
following page).  Ideally, the student should keep a student journal (separate notebook or 
file) with his or her answers to all assignments. 

 Check off assignments on the Completion Checklist as they are finished. 
 Work through the course guide one module at a time, completing all work associated with 

the current module before advancing to the next module. 

How to Contact the Instructor 
Prodevia Learning course instructors are available via email.  All course correspondence will be returned 
promptly. 
Contact your course instructor at support@prodevia.com 

How to Submit Course Completion and Report PDUs 
When you have completed working through this course guide, return to the Course Completion page at 
www.prodevia.com and follow the instructions there to formally complete your course with Prodevia 
Learning. You are required to formally complete your course in order to receive your Certificate of 
Completion and be awarded 15 Professional Development Units. The Course Completion webpage also 
includes instructions and a link for you to submit your PDUs directly to the Project Management Institute 
(PMI)® online. 
Course Detail: 
PMI Provider ID: 1945 
PMI Activity ID: Printed on your Prodevia Learning Certificate of Completion 
 
Note: PMI is a registered mark of the Project Management Institute. 
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Course Objectives 
This course is designed to guide you through simple steps for you to plan and implement a risk 
management program within your projects.  This course will provide you with the knowledge and tools 
you need to: 
 

 Explain the concept of risk as well as its management within a project environment 
 Describe the importance of a risk management strategy and process in today’s project initiatives 
 Develop and implement a risk management plan 
 Describe a strategy for risk identification that is appropriate for an individual project environment 
 Explain both qualitative and quantitative assessment techniques, as appropriate to the project 

initiative 
 Distinguish various response strategies and how these techniques are employed into the 

development of a project risk response plan 
 Articulate how oversight occurs using both the risk management plan and the risk response plan 

throughout the project initiative 
 Discuss the influence of the human element upon the risk management process and project 

lifecycle 
 All course objectives’ outcomes can be measured through end-of-module review questions and 

an end-of-course exam. 
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Module 1 – Introduction to Project Risk 
What is Risk 
Life is full of uncertainty.  Benjamin Franklin once wrote, “Nothing in this world can be 
said to be certain, except death and taxes.” If it is true that the only certainties of life are 
death and taxes, we still don’t know when we will die or what the exact amount of our 
future tax liability will be as government policies and politicians so often change.  Each 
day begins with an expectation of events; reality usually throws us curve balls in the form 
of unplanned events demanding our attention.   
In our personal, daily lives we understand these uncertainties exist and do what we can 
to live with them as well as manage them.  We insure our homes, cars, health, and lives 
to alleviate the financial stresses when adverse conditions occur.  We listen to weather 
and traffic reports to ensure that we can be better prepared for their impacts on our lives.  
Even our interactions with other people contain our risk assessment of their reactions to 
us and our message as well as how we should best respond to them.     
In simplest terms, risks are those things that might not occur according to expectations 
and that have some impact on your existence. 
Specifically, risks are those things that; 

 are future events that could happen – they have a probability that is less than 
100%, and 

 there is some consequence upon your current expectations for how the future 
will unfold. 

In order to discuss risk more specifically, it is important that we look at the concept of 
knowledge itself. 
Knowns and Unknowns 
Knowledge can be broken down into three groupings.  These three groupings incorporate 
the things in your reality that you: 

1. Know that you know  
2. Know that you don’t know 
3. Don’t know that you don’t know 

Respectively, these are referred to as known-knowns, known-unknowns, and unknown-
unknowns. 
Known-knowns 
Known-knowns are the certainties of life.  They do exist, though not as frequently as we 
might prefer.  Consider for a moment the following question and answer it before 
continuing your reading: 
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What future events can you be certain of?  In other words, what are your known-knowns 
for the future?  Take a moment to answer this question in the student notes margin to the 
left. 

Groupings of Knowledge
Risk

Known-unknowns Unknown-unknowns

Certainty
Known-knowns

 
Figure 1.1 – The Groupings of Knowledge 
 
As mentioned before, though death and taxes might be considered certainties, the 
specific ways in which they will manifest are not.  The same is probably true for many, if 
not all, of the answers you provided to the previous question.   
As an example, your known-known might look like the following: the mixing of certain 
chemicals or elements – given certain quantities and in a precise order and with given 
environmental conditions – will produce certain results.  This is a true statement.  
However, there are a lot of givens in that statement – all of which are prone to risk and 
possible jeopardy to the mixture. 
Knowns just don’t happen as frequently as we would like them to.  One thing is for certain 
– life would be easier if everything was known with certainty.  Or, would it?  Since that 
circumstance certainly will never happen, we’ll never know for sure.  
Thus, the one certainty we can all agree on is that we will never have complete certainty 
in life – not personal nor professional. 
Known-unknowns 
More frequently in our lives, there are many things that we know that we do not know, 
and we refer to these things as known-unknowns.   
Consider these examples of known-unknowns: 

 You know that you do not understand the specifics of flight dynamics, physics, 
and aeroelasticity (unless, of course, you are a rocket scientist) 

 You know that you do not know who will be the winner of the next World Cup, 
Superbowl®, or NASCAR® race 
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 You know that you do not know if your transportation to work will have you arrive 
on time, early, or late 

 You know that you do not know whether or not your project will achieve the 
scope of defined work within the timeframe and specified budget 

Of these, the last two probably will have the most impact upon your short- and long-term 
future.  These known-unknowns are risks to you because they are future events that 
cannot be predicted with certainty and which will bring some consequence to bear on 
your life.  Further, these risks are known as anticipated risk because past experience – 
either our own or others – can help us consider potential outcomes. 
Anticipated risk is the primary focus of risk management processes for projects because 
we are able to foresee the possibility of them and proactively do something to manage 
them before they become fires that must be fought on our project initiatives. 
Unknown-unknowns 
Like the former, unknown-unknowns are a type of risk event.  However, these risks can 
be much more devastating for us because these unanticipated risks don’t reach our 
awareness, usually, until they have resulted in the form of a crisis.  If these unanticipated 
risks do occur in our lives they must be dealt with in the moment, and as we will learn 
later, this makes them much more difficult to successfully manage. 
A strong project manager will ensure that he addresses both the anticipated risks as well 
as the unanticipated risks.  While anticipated risks will be addressed through specific 
response strategies, unanticipated risks are usually addressed through a global 
contingency folded into the schedule and budget.  This global contingency can be used 
for anything that could not have been anticipated earlier thus increasing the chance that 
the project will be able to overcome obstacles with which it’s confronted.  More detail as 
to how this is performed will be addressed later in this course.  For the present, 
remember that properly used risk management processes allow a project team to focus 
on the anticipated risk early on so that when, inevitably, an unanticipated threat does 
actualize, the team will likely have more bandwidth to better manage it in the moment. 
Threats and Opportunities 
Risk occurs in two forms – positive and negative.  Those things that will cause harm to us 
we refer to as threats.  Those things that benefit us are called opportunities.  Both 
threats and opportunities have some probability of occurring and some consequence 
upon us.  In many cases, decisions we make are based on our assessment of threat 
versus opportunity.  This is true in the case of projects where the decision to proceed is 
made where the possible opportunity of success outweighs the potential threat for failure. 
For project managers, risk management typically focuses on threats, and so this course 
will give more attention to the processes of threat management.  However, an 
exceptional project manager will also look for opportunities where they can be found to 
serve the interests of the project and client.  For example, perhaps during a project’s 
execution a new technology has the potential to give the client greater functionality at a 
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fraction of the cost.  This opportunity should be researched and presented to the client 
(be sure to remember that often every opportunity is usually accompanied by one or 
more threats).  A project manager should always stay alert for opportunities to better 
deliver upon the objectives of time, cost, and performance. This will be discussed in more 
depth later. 
Business Risk and Project Risk 
Projects are devices of change.  Regardless of the end result of the project, the final 
solution is designed to bring some change to the receiving organization.  With change 
there is always some amount of uncertainty: 
 Can we get this product to market before our competitors come up with a similar 

product? 
 Will our employees readily accept and adopt this new process? 
 Will shutting down the Northeast facility result in the cost-savings that we expect 

it to? 
 Does this solution allow us to provide better customer service, and will this result 

in higher customer retention rates? 
The business decisions that are behind every project are risky.  While research and 
business cases assist in giving more information to the decision-maker, the outcome is 
never certain and, thus, a risk.  When clients make decisions to undertake projects they 
are considering these business risks.  And, while project managers are not directly 
accountable for these risks, they must consider them when advising clients about their 
projects. 
Once it has been determined that a project should exist the focus turns to ensuring that 
the right product is delivered at the right time and for the right price.  These three 
elements – time, cost, and performance – are known as the client’s triple constraints (the 
focus of every client).  Every project manager knows that he and his team live and die by 
these three elements. Those things that create uncertainty around the triple constraints 
are project risks and are the responsibility of the project manager.   
There are many things that can go wrong in the process of delivering upon the triple 
constraints.  Consider the following: 
 A vendor does not provide a sub-component as specified from requirements 

documentation the impact of which could be a delayed delivery and additional 
cost (due to the cost-plus contract entered into by you).  Further, quality is now in 
jeopardy because the vendor has demonstrated that they are not well-acquainted 
with your true needs. 

 An employee suddenly falls seriously ill, and his skill set is unique in your 
organization the impact of which could be delayed delivery and additional costs 
in order to hire in contracted help from the outside. 
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 The price of fuel for your equipment is a volatile commodity the impact of which 
could be going over your planned budget by many thousands of dollars, 
significantly more of a variance than the cost management plan will allow. 

 A possible corporate merger is on the horizon for your organization meaning that 
new leadership will be responsible for the portfolio of project initiatives.  The 
potential impacts of such a scenario on your project might be a change to the 
requirements of the project, a change in the project’s major objectives meaning 
that work must be re-planned, or project cancellation. 

 The duration estimates that have been provided by one of your team members 
are cause for concern to you because they have been provided by that 
individual’s manager as a ‘standard’ for the work effort the impact of which could 
be downstream schedule impacts to others who will rely on the output of this 
team member’s work.  

 The effective project manager will consider both business and project risks because, in 
the end, both of these have the potential to impact his client.  Though he may only be 
accountable for one, he is responsible to stay aware of both. 

Risk Management as Part of Project Management 
When most people think about the utilization of project management methods in 
accomplishing objectives they don’t always think that what they are truly doing is 
managing risk.  We build work breakdown structures, create requirements 
documentation, develop baseline schedules, and detail our final budget because we want 
to better anticipate the best route to a successful completion.  Planning itself is a risk 
management tool. 
When we think about project risk management, however, we must think about it as more 
than just creating a plan but also critically evaluating a plan. 
Using the analogy of Swiss cheese, a project plan is the cheese itself – the areas of risk 
are the holes in that cheese.  Robust risk management actively looks for these holes and 
attempts not only to identify them but also to evaluate how big these holes are as well as 
the best way to manage these holes. Risk management in projects is addressed in three 
ways; 

1. The development and execution of a project plan – this is the guiding document 
for the project and is the compilation of many sub-plans (examples include the 
schedule, budget, etc.) 

2. The development and execution of a risk management plan – this document 
describes the method that the project will use to consider risk and manage it 

3. The development and execution of a risk response plan – this document details 
risks and their responses 

Using our analogy, the project plan is the ‘Swiss cheese’ as it defines how the work of 
the solution will be accomplished.  The risk management plan describes the ‘process 
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that will used to look for the holes in the Swiss cheese’. The risk response plan (which 
eventually becomes incorporated back into the project plan) defines the strategies of 
response to specifically address identified risk, or ‘what the holes of the Swiss cheese will 
be filled with’.  The interactions of these plans will be addressed in more detail as this 
course proceeds.   
The Risk Response Plan specifically addresses responses to anticipated risk.  The Risk 
Management Plan will provide the method for globally adding time and/or cost 
contingency for unanticipated risk. Both of these are incorporated in the form of updates 
to the Project Plan’s schedule, budget, scope, and quality plans.  Additional updates can 
also be made to other project planning documents such as a communications plan or a 
contract management plan. 

• Defines how unanticipated risk will be addressed

Risk Management Plan

• Defines how anticipated risk will be addressed

Risk Response Plan

 
Figure 1.2 – How risk plans manage the two types of unknowns 
The Project Plan, Risk Management Plan, and Risk Response Plan all work together to 
ensure that the project is properly considering and managing risk.   
Figure 1.3 below graphically represents the interactions to be described in greater detail 
later in this course. 

The Risk Management Plan The Project Plan

The Risk Response Plan

Defines the risk management methods to be used.
Defineshow the project objectives will be 

accomplished.

Defines the steps that will be taken to address project risk.

methods used to manage

updates incorporated back into
methods used to develop

gaps are identified and addressedrecommended updates to methods

recommendations to methods

 
Figure 1.3 - The interaction of the Project Plan, the Risk Management Plan, and the Risk Response Plan 
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Why Practice Risk Management 
Though it is used with increasing frequency in present day projects, many real-world 
initiatives still find risk management is a haphazard activity at best.  While it is easy to 
explain the need for schedules, requirements documentation, and budgets to senior 
management – the time and money spent to consider risk isn’t always as well-received.  
Some even define risk management as a pessimistic activity.  This is far from the case. 
Sound risk management practices are useful for both the project manager and the client, 
establishing a scenario focused on the positive attribute of problem-solving.   
It ensures that the client will: 

1. Have better information to make decisions as the project proceeds including 
whether or not the project should be continued or killed 

2. Not waste un-needed time and/or money on an initiative that provides more 
business threat than opportunity 

3. More objectively focus on the realities of risk-taking with less finger-pointing; 
more problem-solving. 

For the project manager and team, the benefits of risk management include: 
1. A better understanding of the project plan 
2. Confidence that objectives are aggressive, but realistic and achievable 
3. Improved communication with clients 
4. Informed decision-making 
5. Proactive management of potential problems instead of management by crisis 

(when little, if anything, can be done) 
6. Reduced stress because less fire-fighting is occurring 

It is the project manager’s responsibility to support the incorporation of risk planning 
during the early planning activities as well as continue evaluating it throughout the life of 
the project.   
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Review Questions 
The following review questions will assist you developing comprehension of the material 
contained in this course module.  Answer the following questions in a separate notebook.  

1. What is a risk?  
2. Define Knowns and Unknowns as they relate to risk management.   
3. Explain how Threats and Opportunities are both risks.   
4. What is the difference between Business Risk and Project Risk?   
5. What is the project manager’s responsibility to each?  What three ways do we 

address risk management in projects?  
6. How is a risk management plan different from a risk response plan?  
7. Name three benefits of risk management for the client.  
8. Name at least four benefits of risk management for the project manager and 

team.   
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Module 2 – The Human Psychology of 
Uncertainty  
The Human Element 
On the surface, it might seem out place that a course discussing project process and 
procedure would devote a module to the subject of the human element around risk and 
its management. 
But, consider your own past experiences regarding the introduction of new processes 
and procedures in your work environment.  Were they successfully implemented?  If not, 
chances are that these failures weren’t due to problems with the process itself.  Many 
times process implementation failures are largely a perception and adoption problem 
among the process’ users even though a process’ business rules and technical 
implementations are sound.  The reality is that one of the biggest threats for any new 
process is whether or not it will be embraced by those who will use it.   
For this reason, this course gives some attention to the way in which humans perceive 
risk and its management – because these perceptions will impact the success of any risk 
management program within your project – whether simple or complex.  Risk 
management within the project environment has particular challenges regarding process 
perception and adoption.  And, as proper risk management would suggest, it is important 
to fully understand all of our threats in this regard if we are to reduce the impacts of a 
failed process.   
This discussion of the human element will better facilitate the understanding of why we 
do certain things once we do start to discuss the processes of risk management in later 
modules of this course. 

How Humans Perceive Risk 
Human perception of risk is as varied as people themselves.  What seems like an 
acceptable risk to one person will be viewed as too risky for another.  The level of risk 
that an individual is willing to accept is known as his level of risk tolerance. 
Risk Tolerance 
On one extreme of the risk tolerance scale we have what we would know as risk 
aversion.  In this case, risk is not acceptable to the individual.  You probably know 
individuals in your own daily life whose actions and decisions reflect someone who does 
not like the possibility of a threat.  Risk-averse individuals are highly motivated to avoid or 
manage possible threats.   
On the other side of the scale is the risk tolerant individual.  This individual seems more 
adventuresome and comfortable with things not going according to plan.  Risk tolerance 
is the result of an individual’s assessment that the consequences of a risk are acceptable 
and something that can be lived with. 
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Risk 
Averse

Risk
Tolerant  

Figure 2.1 – The Scale of Risk Tolerance 
But, the matter of risk tolerance and aversion is not easily defined as simply saying that 
one person is tolerant and another one is not.  The reality of a person’s level of risk 
tolerance is a multifaceted picture.   
Consider the following: 
In your own experience you probably have known someone in your professional life who 
seemed to be willing to accept too much risk in projects.  But, if you look more closely, 
you might find that this person actually was risk tolerant of some risks and not others.  
You defined this person as risk tolerant because he always seemed to be accepting of 
less-than-perfect quality of deliverable outcomes.   
But, upon further inspection you recognize that this same person is very sensitive to 
ensuring things are delivered on time and is particular about providing sound estimates.  
A look into this person’s history might reveal a string of projects where schedules and 
timing was extremely important, and he has carried this risk aversion for time-related 
risks into his present initiatives.  So, the reality is that the individual above is risk tolerant 
of quality risks and yet highly risk averse to time risks at the same time.  
Thus, the scale for individual risk tolerance is a complex one, and you must consider the 
lens through which one is viewing risk before you can simply define him or her as a risk 
tolerant or risk-averse individual.  The reality is that most people are both, depending 
upon the types of risk under consideration. 

?
Time

Money

Technical

PeopleVendor

Political

EnvironmentWhen considering individual risk tolerance, we must consider the lens through which one is looking.

 
Figure 2.2 – Evaluating Tolerance 
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Some of the lenses through which a person might use when defining risk tolerance 
include: 

1. Time – achieving milestone dates, estimating accuracy 
2. Money – estimating accuracy, procurement efficiencies 
3. Technical – quality of process/product, elegance of end product, meeting 

customer requirement expectations 
4. People – interactions among stakeholders; relationships between individuals, 

groups, departments, organizations 
5. Vendor – sub-contractors, outsourcing of deliverables, contractual agreements 
6. Political – organizational leadership, non-stakeholders who might be highly 

influential, regulatory matters 
7. Environmental – economic conditions, industry influences, impacts from other 

projects/initiatives within the organization’s portfolio of projects, acts of God 
Exercise 2.1 – Defining the Lenses Present in Your Initiatives 
The list given above is only a beginning point – what other lenses have you noticed in 
your experience?  Document them below. 

 
Exercise 2.2 – Considering the Tolerance of Others 
Identify three key individuals on one or more of your current projects that you would have 
previously defined as ‘risk tolerant’.  Take a moment to better define the lens through 
which each individual is risk tolerant.  Also, define a lens where each individual is risk 
averse.   
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Risk Characteristics and Perceptions 
Considering risk on projects means considering not only the risk itself but also 
considering the manner in which risk actualizes as well as the way in which human 
beings perceive the actualization of risk.  Following are some characteristics and 
perceptions to consider as you both develop your risk management plan as well as 
implement risk management processes for your projects.  Before we can best address 
the ways to create and implement a risk management plan, we must first understand 
these characteristics and perceptions and their impacts on the success of a project’s risk 
management strategy. 
Risk, Time, and Human Perception 
Peering into the Future 
Some risks that have the possibility to materialize on your projects can occur earlier or 
later in your project’s timeline to completion.  Near-term risks are closer in time to the 
present than far-term risks which only have the potential to materialize at some later point 
on the project’s timeline.  And, others – variable-term risks – are not anchored to a 
particular point in time and might occur at any time during the project’s timeline. Consider 
the following examples: 

 Near-term risk: a recent rumor of possible, organization-wide budget cuts at the 
end of this quarter will require project team to re-develop project plan and budget 
to accommodate lower funding availability. 

 Far-term risk: vendor delivery of a key deliverable does not arrive on time for 
final product assembly. 

 Variable-term risk: lack of customer engagement in development of final 
solution results in a product that will not meet customer need. 

In theory, each of these examples are likely to have significant impact on project success.  
However, a person’s perception regarding how far away in time this risk is located from 
the present moment can impact the way in which the risk is assessed and addressed.  
Anyone who has ever heard a project team member say something to the effect of “Let’s 
just worry about fighting that fire when we get there” understands the concept of the 
influence of time.  People tend to place more significance on those risks that are closer to 
them in time while placing less focus on the risks that won’t occur till further into the 
future.   
This predjudice toward near-term risk means that people are likely to discount the true 
impacts of a risk that is further in the future and perhaps even neglect it’s management.  
Because this will impact the risk assessment process as well as response and 
management, the way that people perceive a risk’s manifestation in time is important to 
consider when looking at identified project risks. 
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Figure 2.3 –Time Impacts Individual Perception 
Because far-term risks are further into the future, it may also be difficult to completely 
detail the specifics of a risk’s probability and impacts.  The risk management plan must 
address this through regular points of re-evaluation throughout the course of the project.  
The influence of time can be significant; the specifics of how to address this characteristic 
will be discussed in more detail in a later course module. 
Looking into the Past 
Time also impacts our perception in the reverse.  The further back into the past we look 
from the present moment the fuzzier it, too, is in our lens of perception.  In other words, 
an event that has happened in the past loses the crispness of its remembered impact on 
us as time proceeds.  This is why many say history tends to repeat itself on our planet as 
it is difficult to retain the harsh lessons that we as societies learn from problems, 
unfortunate events, and poor decision-making.  Time breeds compacency within the 
human mind as we can all attest.  Horrific events lose their sting, and people return to ‘life 
as usual’ over time.    

 
Figure 2.4 – Time past can breed complacency 
Often, project teams are looking to the lessons learned of the past to assist in evaluating 
risks for the future.  And, it is important for project managers to remember that they and 
their project teams are susceptible to passively accepting risks as they argue, “That 
problem hasn’t happened in such a long time, that it really isn’t even a risk anymore.”  

Time

The further away a risk is in time, the fuzzier it is in the individual’s lens of perception.
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The reality is that a 100-year flood condition really still does happen every 100 or so 
years.  Don’t allow the past to cloud a team’s judgment as to the validity of a risk event 
that has been identified.   A risk may not have actualized in a very long time, but that 
doesn’t mean that it won’t actualize again. 
Exercise 2.3 – An Example of Time Perception 
Name a time when you have witnessed that time perceptions negatively impacted how 
risk was evaluated on a project. 

Risks Volatility 
The one constant of risks are that they can be erratic.  By this we mean that a risk has 
the capacity for changing its threat level (or, to be fair, its opportunity level) at any point in 
time in a project initiative.  Risks are not static; their threats (or opportunities) can be 
volatile. 
Let’s consider an example.  The following data is taken from the National Cancer 
Institute's (NCI) Surveillance, Epidemiology, and End Results (SEER) Program and its 
published SEER Cancer Statistics Review 1975-2003.1 The sample data shown below 
represents five reporting cycles of data showing the probability of a woman born between 
the years 1997 and 2003 and the lifetime risk that she will contract breast cancer.   
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National Cancer Institute's (NCI) Surveillance, Epidemiology, and End Results (SEER) Program1997 through 2003

 
Figure 2.5 – SEER Program breast cancer probability data for those born in the years 1997 through 2003 

                                                      
1 Ries LAG, Harkins D, Krapcho M, et al. SEER Cancer Statistics Review, 1975-2003. Bethesda, 
MD: National Cancer Institute, 2006. 
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This information demonstrates that the average probability of breast cancer occurring 
over the whole of the population is not static and is, in fact, changing.  Of course, 
individual factors such as family history, reproductive history, race/ethnicity, and other 
factors might increase an individual’s probability.  But, these numbers demonstrate that 
the overall risk probability of breast cancer in a population is lessening as of the year 
2003.   
Risk probabilities can increase or decrease within the timeframe of a project’s lifecycle, 
as well.  What was a low probability risk at the beginning of an initiative can become a 
high probability threat should a conditional change occur for any number of things 
including environmental changes, political or economic changes, resource changes, 
leadership changes, or a host of other conditions that might happen during your project’s 
life.   
And, risk probabilities are not the only things that may experience volatility.  A risk’s 
defined impact upon a project may change as well.   
Consider the following example; your project requires the use of a special type of fuel, a 
commodity that has some fluctuation in cost.  Therefore, you identify a risk that the cost 
might increase or decrease slightly during the course of the project.  Due to your 
evaluation of the impact of this risk, you place a small reserve of funds in your budget to 
cover any minimal overages.  But, what if mid-way through your project a political 
situation develops which now threatens the availability of fuel, thus significantly 
increasing the price in the marketplace?  This new condition was not in place at the time 
your risk was first identified.  This new condition now increases the impact of this risk’s 
actualization on your project initiative.   
So, why is it important to recognize that risks are volatile?  Because, most individuals 
consider that risk planning is something that is done at the beginning of a project and 
then documented.  And, many forget to consider that a risk plan must be a living 
document that is reviewed and re-evaluated regularly during the course of a project.  
Later in this course, we will talk about some good methods to use to ensure that risk 
volatility doesn’t surprise you.   

Low

Medium

High Low

Medium

High

Probability Impact

A risk’s probability and impact assessment should be viewed as a snapshot of a moving target .  Project stakeholders should view the documented probability and impact score as a current dashboard of its status, prone to change.

 
Figure 2.6 – The volatility of probability and impact 
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Exercise 2.4 – An Example of Risk Volatility 
Name a time when you have witnessed that risk volatility negatively impacted a project. 

Risk Value – It’s Personal 
Every risk has some impact upon the project – good and/or bad.  This impact may be 
less quantifiable (i.e. customers will be unhappy) or more so (i.e. cost $100,000 to the 
project and create a 2-week delay).  Regardless of how well the impact can be 
articulated, individuals will have a different interpretation of how important these things 
are – something we referred to earlier in this course as risk tolerance. 
Consider the following.  A project risk has been identified that is estimated to cost the 
customer an additional $50,000 in expense should it actualize.  You have asked the team 
to score the risk for the project.  One of your team members says that this is a high risk 
for the project because the amount of the potential expense is a significant percentage of 
the project’s current budget estimates.  Another team member disagrees saying that the 
risk is low because the amount is a drop in the bucket compared to what the customer is 
expecting the end product to reap in cost-savings for the organization.  Who is right?  
Without a common method for defining what is a low risk versus what constitutes a high 
risk, it is likely that everyone on the team will have their own mental metric for what low, 
medium, and high would mean.  It won’t matter the scoring model that you give your 
people (i.e. “low-medium-high” or a “scale of 1 to 10”).  People will still have their own 
definitions for any risk scoring model that you will provide them. 
It is important to ensure that you, the project manager, have defined measurements for 
your scoring model before you ask for a team to assess any risk.  Remember, if you don’t 
provide measurement definitions, individuals will most certainly employ their own, and 
this will not lead to consistent assessment of your identified risk.  This course will address 
how to build this measuring stick in a later module of this class. 
Exercise 2.5 – An Effective Scoring Model? 
What type of risk scoring model have you used in the past?  Were definitions provided for 
each increment of the scale?  If not, how might this have been helpful for the project? 
 
 



Mastering Project Risk 
Module 2 – The Human Psychology of Uncertainty 

www.prodevia.com 
 27

 
Risk Interdependency – The Tangled Web that Risk Can Weave  
Risks are interdependent entities that can oftentimes, once actualized, have impacts 
upon the actualization of other risks.  This concept is illustrated simply and wonderfully in 
a Dr. Seuss book entitled Because a Little Bug Went Ka-choo!2   In this story, the mere 
sneeze of a tiny bug triggers a chain reaction involving, among other things, a mad 
chicken, Farmer Brown with a bucket stuck on his head, a policeman hurled into the air, a 
sinking ship, and a circus parade that turns into complete chaos.  The moral of the story 
is that what seems to be an insignificant event can be the impetus for very significant 
subsequent events.  You have probably been on a project initiative yourself where you 
witnessed an incident that seemed insignificant at first until it initiated other, more 
challenging circumstances down the road. 
In a way, you might consider that risks are much like wire hangers in your closet that 
become easily tangled and difficult to pull apart.  One wire hanger in your “risk closet” 
might not be a problem.  But, dozens of wire hangers jumbled together is!  Especially in 
the case of threats, one risk by itself may seem to be a low risk for your project, but 
because it may trigger, or initiate, the occurrence of many other unfortunate events, it 
must be considered in the context of its larger impact on the project. 

A Risk Event

Another Risk Event

Another Risk Event

 
Figure 2.7 – The Interdependency of Risk 
Additionally, while one risk may not be a trigger for another, it can happen that two risks 
occurring together might be more of a danger to a project’s success than either risk 
actualizing alone.  If for no other reason, multiple risks actualizing at the same time can 
be more difficult to manage simply because of the limited bandwidth of resources to deal 
with them.  Some of your identified risk events will have anticipated interdependencies, 
and it is important to consider them in the context of their priority for risk response 
management.   
                                                      
2 Rosetta Stone, Because a Little Bug Went Ka-choo! (Beginner Books New York, 1975). 
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Exercise 2.6 – Example of Risk Interdependency 
Can you recollect a risk that actualized on a project creating a chain reaction of other, 
more serious risks?  If so, document this example below. 

Human Perceptions of a Risk Management Process 
As project manager, risk isn’t limited to the deliverable components of your project and 
your ability to accomplish them on time and budget.  You also have risk surrounding the 
adoption of your risk management process.  The reality is that people are generally 
resistant to process – especially if it has not been part of their experience to use it.  And, 
risk management is one area where project management organizations are typically less 
mature. 
It is important that you are able to anticipate any resistance that you might receive toward 
project stakeholders participating in a risk management methodology and be ready for 
the conversations that you are almost sure to have.  Let’s take a look at the more 
common types of resistance that people will provide regarding adopting risk processes 
into the integrated project management processes. 
There is no time/money/resource to spend on risk management. 
One characteristic that all projects seem to have in common is that of scarcity.  There is 
never enough time, dollars, and people to get the things done that must be 
accomplished.  It is as if people feel at an immediate disadvantage from the outset of a 
project simply because scarcity is the norm and not the exception.   
Most project stakeholders, eager to get things done, dislike an abundance of processes 
around the deliverables of a project because – frankly – process costs!  For the project 
team member, the “cost” usually is an issue of time – more time and effort than he or she 
may be interested in expending when performing work for multiple initiatives and usually 
with the burden of a job description of more than one person.  For the higher-tier 
stakeholders a process doesn’t just represent a cost of time but also a cost of money!  
Money that must be paid to incorporate and employ a process as well as the potential 
opportunity cost of using resources elsewhere because they were spending time ‘filling 
out paperwork’.  Thus, process has a bad rap because it is not always apparent that the 
advantages outweigh the disadvantages.  Most everyone has had the experience being 
required to engage in a process that clearly wasn’t cost effective. 
So, within the normal processes of modern project management, most people focus on 
the processes that seem the most obviously beneficial.  Most people understand the 
necessity of preparing a schedule, a budget, and a specified product description that will 
ensure the customer gets what they need.  These three things are the fabric of the triple 
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constraints of a project – time, cost, and performance.  And, most all project stakeholders 
understand that these three things better be right otherwise a project isn’t considered 
‘successful’ – it’s the quickest route to a happy boss and a happy customer.  In fact, if 
you were to question the average project stakeholder to articulate his or her definition of 
the phrase ‘project plan’ they will probably explain that it is a document about the 
project’s activities defined in a schedule incorporating the budget.  Nothing more.  But, 
that is not entirely accurate. 
Together with Warner Bros® for the Looney Tunes® cartoons, artist Chuck Jones in 
1948 developed a character known as Wile E. Coyote who through a series of cartoon 
episodes undertakes various projects in order to capture his next meal, the Roadrunner.  
The poster child for a project manager of multiple failed projects, the Coyote is a 
wonderful example of what not to do.   
However, the Coyote wasn’t a fly-by-the-seat-of-your-pants kind of animal.  He was a 
planner.  He created plans around his product (he had specification diagrams galore), he 
scheduled his final milestones (he was always prepared for when to expect the 
Roadrunner), and we can assume that he must have planned for budget as one cartoon 
episode clearly shows his paid invoice to ACME Corporation, his vendor of choice.  So, 
we can say that though this project manager was a failure, it wasn’t because he didn’t 
plan.  It was because he didn’t effectively evaluate his plans for risk!  
Earlier in the last module, we suggested that a project plan was much like Swiss cheese, 
where black holes of understanding are intertwined with the known-knowns of our plans.  
Risk management is the way that we ensure that the time and cost our stakeholders care 
so much about won’t be wasted.  The absence of time spent on risk management 
represents a potential cost over-run, time delay, and/or product glitch that you’ll pay for 
down the road in some fashion anyway.  Have you ever been on a project that went 
perfectly according to plan?  Probably not. 

Risk

Risk

Risk

Risk
Risk

Risk

Risk

Risk
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Performance  
Figure 2.8 – Time, Cost, Performance, and Risk 
Be prepared to hear this argument for why risk management isn’t realistic for your 
project, and be prepared for navigating through this opinion.   
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First, recognize that your stakeholders are right – any process can be problematic.  So, 
make sure yours isn’t.  This means you have to do the prep work associated with 
developing your risk management strategy before you start expecting your team and 
other stakeholders to participate.  This is known as Risk Management Planning (not the 
same as Risk Response Planning), and we will be discussing that in detail in the next 
module.   
Second, you are going to need to re-evaluate the Risk Management Plan during the 
project.  What made sense to do early on may not later in the project.  This is a part of 
Risk Monitoring and Control and will be discussed in more detail in Module 8.   
Risk management is a pessimistic activity; a project manager should 
stay positive. 
The role of project manager is a multi-faceted one where a PM performs not only 
technical functions, but also relational functions among the various stakeholders of a 
project effort.  He must instill confidence in clients and sponsors who have a tremendous 
investment in the final outcomes.  He must find a way to engage team members who 
probably won’t come on board the initiative with ready-and-waiting enthusiasm.  A project 
manager’s job is to serve as the guiding, positive force working to ensure that the project 
doesn’t become stagnant and stall out.  In a sense, the project manager becomes a 
cheerleader for the final solution, the effort itself, and the stakeholders engaged in it.  It’s 
part of the leadership role that is incorporated into effective project management. 
This said, on the surface it would seem counter-intuitive that a project manager would be 
highlighting what ‘might go wrong’ when he is supposed to stay focused only on ‘what we 
will surely achieve together’.  Risk management (more specifically, threat management) 
is one of those things that most people see as a pessimistic activity.  And, project 
managers do walk a fine line when it comes to staying positive about the future. 
Then, the challenge becomes re-framing opinions about risk management activities as a 
positive action that will assist stakeholders in being able to better rally behind a project.  
There is something to be said for staring down the challenges that are before one and 
determining what can be lived with, what cannot, and what can be managed thereby 
giving everyone the chance to focus on what can be accomplished.  Taking time to have 
this dialog with stakeholders is important.   
Our team can just ‘fight those fires when we get there’. 
Some of the great blunders of history are the result of great men who allowed over-
confidence to over-ride factual information and common sense.  The reality is that having 
an extremely knowledgeable and skilled team of people doesn’t automatically remove 
risk.  In fact, over-confidence can exacerbate it. Cognitive bias can be detrimental.  Let’s 
look at some of the ways in which it can occur on project teams. 
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Impacts of Cognitive Bias for the Individual 
Sometimes known as the Optimism Bias, this tendency toward overestimating the 
probability of positive events happening to them is a cognitive bias humans have 
resulting in people being correct in their subjective probability judgments far less often 
than they think they are.  
Additionally, another cognitive bias known as Illusory Superiority suggests that people 
overestimate the degree to which they possess desirable abilities, relative to others, or 
underestimate their negative abilities relative to others. Different from optimism bias 
where people overestimate the probability of positive events happening to them, in 
illusory superiority people have exaggerated views of their own capabilities, thus adding 
to the over-confidence effect.   
Furthering the problem for risk management is another bias known as the Valence 
Effect.  The valence effect refers to a person’s tendency to overestimate the likelihood of 
good things happening rather than bad things. What results is an individual who not only 
is less likely to correctly judge probability of risk, he or she is also more likely to believe in 
a good eventual result (we can successfully fight that fire when it arrives) over a bad 
result (we will not effectively be able to manage that risk if we ignore it now and allow it to 
actualize into an issue later).   
In other words, people tend to subjectively and incorrectly predict probable outcomes as 
more positive than they may actually be, and they tend to incorrectly believe that their 
capacity to correctly predict is better than the average person. 
Impacts of Cognitive Bias for the Project Team 
Opinions can form in a project team where they believe they will be able to deal with 
problems in the moment of their actualization.  And, this over-confidence is detrimental.  
You have probably witnessed yourself projects where great risks were inappropriately 
disregarded until they finally blew up into substantial problems that were difficult, if not 
impossible, to overcome at the time they actualized.  Had effective risk management 
occurred in spite of this over-confidence factor, perhaps the results could have been 
avoided or dealt with.  
The False Consensus Effect suggests that people will project their way of thinking onto 
other people.  In other words, individuals assume that everyone else thinks the same way 
they do.  This logical faux pas results in a group under the assumption that their own 
opinions, beliefs and predisposition are more accepted than they really are. 
If the project team members reach a consensus and rarely come across those who 
disagree with it; they are apt to believe that everybody thinks the same way.  Of course, 
when they find that a consensus doesn’t exist, the group will likely incorrectly believe that 
the others who do not agree with them just aren’t as ‘capable’ or ‘knowledgeable’. 
Another bias that can enter a team is that of the Bandwagon Effect.  In the bandwagon 
effect, also sometimes called groupthink or the herd effect, people are susceptible to 
doing and believing things because many other people do and believe those same 
things. 
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And, even if an individual does not, in fact, fall prey to the bandwagon effect, he may still 
succumb to Pluralistic Ignorance, where people privately disagree with but publicly 
support a belief. This, in turn, provides a team consensus of support for a belief or a 
decision that may be, in fact, unpopular by most team members. 
As someone once said, “Before you attempt to beat the odds, be sure you could survive 
the odds beating you.”  Because all of these biases can severely impact the ability of a 
team to properly develop and implement a risk response strategy, it is important that a 
project manager pay particular attention to these possibilities during the process.  We will 
discuss strategies to combat these in later modules.   
Take cover; the sky is falling! 
Sometimes the circumstances are such that one or more project stakeholders are not 
suffering from over-confidence at all.  Instead of being optimistic they are the naysayers 
who believe that the initiative must surely fail because it is fraught with risk.  Most project 
teams have at least one individual who seems to play this role, and this naysayer can 
turn out to be a good thing during planning because he or she can mitigate the 
bandwagon effect as well as pluralistic ignorance.   
The challenge for a project manager can be when there are multiple individuals on a 
team who really do feel that the sky is falling and that nothing can be done to save the 
project.  Then the bandwagon effect and pluralistic ignorance could work in the opposite 
direction and kill morale and make the journey through a project a problematic one.  A 
team full of naysayers means one of two things; (1) the team members are factually 
correct in their thinking in which case you need to consider how to address their very real 
concerns to management, or (2) they believe they are correct and playing the adversarial 
role out of habit or haunting past experiences. 
Teams full of naysayers can be a very difficult group to engage and rally.  In the worst 
case scenario where all seems hopeless, holding a negative brainstorming session – 
“What can we do to ensure this project fails?” – can be a creative way to utilize 
pessimism toward finding solutions.  This ‘cleansing experience’ can then better make 
room for team members to mentally get behind the vision of an initiative.  More will be 
discussed about this type of session later in this course. 
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Exercise 2.7 – Examples of Risk Management Process Perceptions 
What other risk management process perceptions have you witnessed on project 
initiatives?  Document them below.  What effective ways did you/could you have 
responded to these perceptions? 
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Human Psychology and the Project Manager 
There is much for the project manager to consider as he engages stakeholders in the 
process of risk management.  The stakeholder that the project manager should look at 
first is the person in the mirror.   
With any stakeholder you will always want to evaluate asking yourself these important 
questions: 

1. Is this person working from fact or opinion?  Am I able to differentiate between 
these two things as I am talking to him/her? 

2. Is this person emotionally charged around this subject?  If not, is this apathy?  
Your ability to assess a person’s objectivity and engagement, or lack thereof, will play a 
role in how you encourage him or her through the project and through the risk 
management processes.   
The purpose of this module was to familiarize you the human elements that can impact 
the success or failure of a risk management process.  With this foundation, we will begin 
to explore what makes up a sound risk methodology and how to tailor it appropriately to 
the project and the people involved. 
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Review Questions  
The following review questions will assist you developing comprehension of the material 
contained in this course module.  Answer the following questions in a separate notebook.  

1. What is risk tolerance?   
2. What is meant by the statement that when looking at a person’s level of risk 

tolerance one must consider the lens through which he is looking?   
3. Name at least five lenses through which a person may consider his or her risk 

tolerance.  
4. What is the influence of time, and how can it impact projects?   
5. How can the past influence risk management?   
6. What is meant by the statement that risks can be volatile?  Why is it important to 

consider the concept of risk volatility?   
7. How is risk value personal?  
8. What is risk interdependency?  
9. How can you address stakeholder concern that scarcity of time/money/resources 

make risk management impractical?   
10. Is it true that risk (threat) management is a pessimistic activity?  Why or why not? 
11. What is Optimism Bias?  
12. What is Illusory Superiority?   
13. What is the Valence Effect?   
14. What is the False Consensus Effect?   
15. What is the Bandwagon Effect?   
16. What is Pluralistic Ignorance?  
17. What is the advantage of a naysayer?   
18. Who must a project manager look at first when considering the effects of human 

psychology upon stakeholders?   
19. What important questions must a project manager consider when evaluating 

stakeholders?  
20. What was the purpose of this module?  
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Module 3 – The Risk Management Processes 
In order to effectively manage the reality of risk in projects, it is important that project 
managers and teams have a method that is appropriate for the initiative as well as 
efficient for stakeholder use.  Risk management processes allow a project manager and 
team to do a better job of considering the potentialities of projects.  Process gives 
stakeholders a vehicle for placing protections around project outcomes as well as giving 
the client the information that they need to make better decisions as the project proceeds.  
In fact, the primary purpose for installing risk management processes – or any project 
management process, for that matter – is to ensure that the client and their investment is 
protected as best as is possible.  This should always be the driving reason for 
implementing any risk management process.  Figure 3.1 represents a standard 
approach for risk management processes for projects. 

DevelopRiskManagement Plan

Identify Risk

Assess RiskDevelop Risk Responses

Monitor& Manage Risk

 
Figure 3.1 – The Processes of Risk Management for Projects 

1. Develop the Risk Management Plan 
Some organizations – especially in cases where a formal Project Management Office 
is in place – have proscribed processes for risk management. Other organizations 
have no methods in place for risk activities.  Therefore, some project managers are 
starting from scratch when it comes to developing a risk management method 
whereas others have a framework to build upon.  This course will make the 
assumption that you, as project manager, are responsible for developing a method 
from scratch.   
Regardless of whether or not you have the responsibility of developing a risk 
management method for your project, it is important that you understand what is 
involved with developing one.  In Module 4 of this course, we will cover the steps 
involved in this first process of modern risk management, the development of the risk 
management plan.  Different from a risk response plan, this plan defines the specifics 
of how risk management will be implemented during the course of the project.  And, it 
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is a necessary first step as it defines how all of the subsequent steps will be 
executed. 

2. Identify the Risks in the Project 
The risk management plan proscribes how risks are identified.  Risk identification is 
the process of developing a list of project risks that will be the primary input to all of 
the subsequent processes.  There are many ways in which this process can be 
completed, and Module 5 will cover different ways of accomplishing the goal of 
developing a list of risks as well as how human perception can impact this process. 

3. Assess the Risks in the Project 
As stated earlier in this course, projects suffer from scarcity. Reality dictates that 
project teams must prioritize their resource bandwidth to get things done.  This is 
certainly the case with project risk.  The bottom line is that dealing with risk without 
first prioritizing them isn’t an efficient use of time and resource.  So, prioritization is 
critical.   And, this cannot occur unless risks are measured – or assessed – in some 
fashion.  In Module 6 we will look at various methods for assessing risk as well as 
methods for using that information to better prioritize risk.  We will also look at how 
human perception can influence risk assessment both positively and negatively. 

4. Respond to Risks in the Project 
Risk responses must be thoughtful in order to be effective.  In Module 7 of this 
course, we will talk about the kinds of responses that a team can choose as well as 
when these responses might be appropriate.  

5. Continually Monitor and Manage Project Risk 
Ensuring that the risk management plan and the risk response plan are working 
properly is the focus of this activity.  In Module 8 we will discuss the specific activities 
contained in the process of monitoring and controlling of project risk. 

Always Remember… 
As we cover each of the processes in the following modules, it is important to remember 
that  our goal should always be to first ensure that the client and their investment is 
protected as best as is possible.  Be sure to remind yourself of this as you proceed 
through the remainder of the course, and use it to guide your actions for your project 
initiatives. 
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Review Questions 
The following review questions will assist you developing comprehension of the material 
contained in this course module.  Answer the following questions in a separate notebook.  

1. What is the primary reason for implementing risk management processes within 
an initiative?   

2. What other advantages does a risk management method provide for the project?  
3. What are the five standard processes of a risk management methodology?   
4. What is a risk management plan?   
5. What does the process of risk assessment allow project stakeholders to do?   
6. What is the purpose of risk monitoring and management?   





Mastering Project Risk 
Module 4 – The Risk Management Plan 

www.prodevia.com 
 41

Module 4 – The Risk Management Plan 
Risk Management Planning

Risk Identification
Risk Assessment

Risk Response Development
Risk Monitoring & Management

 
Figure 4.1 – Risk Management Planning & the Risk Processes 

Introduction to the Risk Management Plan 
Project planning and execution always functions more smoothly when process is 
consciously considered and adopted to serve the project.  In project management, the 
phrase management plan usually refers to documented processes and procedures that 
specifies how the project methodology will be carried out.  Risk processes and 
procedures are incorporated into something known as the Risk Management Plan, or 
RMP.  As mentioned in Module 1 of this course, the Risk Management Plan is not the 
same thing as a project’s Risk Response Plan, or RRP.  The RMP defines the 
methodology that will be utilized.  The RRP details the specific risks identified in the 
project along with strategies to deal with these risks. 

RRP
Risk  Response Plan

RMP
Risk  Management Plan

Defines the risk management methods to be used.

Defines the risks and the strategies that will be taken to address them.

 
Figure 4.2 – The RMP and the RRP 
A Risk Management Plan is usually a formal document that becomes a subset of the 
overall Project Management Plan.  A RMP is usually started very early in a project’s life, 
and its first iteration should be completed during early planning so that risk response 
planning can be carried out in a timely fashion.  Because risk responses can change 
other elements of a project plan such as the schedule and the budget, as examples, it is 
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important that a RMP is available to the team as early as possible so that a RRP can be 
completed swiftly and these responses can be incorporated and represented in the 
project plan. 
Some RMPs are established globally for all projects by a project management office 
(PMO).  Some companies prefer the advantages of a repeatable, consistent process.  
And, so organizations that have formal PMOs will often have a complete RMP for their 
project managers to utilize, or at the very least, will have a boiler-plate plan that can be 
customized by the project manager to the needs of the project initiative. 
For those project managers who implement projects in the absence of a PMO or other 
organizational standard, it is his responsibility to ensure that the RMP is developed to 
meet the needs of the project and, ultimately, the client paying for the project’s solution.  
Should the project manager find himself in the position of having to develop a RMP for 
his project then he should consider the stakeholders who could give valuable input into 
the best practices for the project.  These stakeholders might include: 

 Sponsorship, and those who are responsible for the project’s business risk 
 Key project team members who will eventually be required to implement the 

process 
 Subject matter experts who may not be formally assigned to the project, but who 

have experience with the type of work the project is undertaking 
 Individuals who have organizational responsibility to ensure that processes are 

properly defined though they may not be part of a formal PMO. 
A RMP Stakeholder Identification Worksheet is available in Appendix A at the back of 
this guide.  The purpose of this tool is to ensure that the appropriate stakeholders that 
might need to participate in RMP development. 
Take a moment to review this template before continuing in your reading. 

Process versus Pain 
There is always a balancing act that must be maintained when considering implementing 
process.  The best advantage of process is that it provides for efficiency and consistency 
when the process is well-suited to the project.  The strongest disadvantage of process 
shows up when the process gets in the way of project progress resulting in a process that 
is not effective in use of resource and time.     
Process can be a help or a hindrance, and so the following factors should be considered 
for each project when a RMP is being developed: 

 How important is the project?  A project that is high on an organization’s list of 
priorities should have more process around it.  As projects become more critical 
to the health and stability of their clients, risk management should be more formal 
and structured. 
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 How many delivering entities will be involved?  Today’s projects are a collage 
of many different groups, organizations, departments, and vendors.  The greater 
the number of distinct entities involved in developing the final solution, the 
greater the need for more structure around risk management. 

 How many total stakeholder groups are involved?  Beyond the entities 
involved in developing the project’s solution there are also other stakeholders 
that will receive or will be impacted by the results of a project.  The greater the 
number of these stakeholder groups, the more necessary that risk management 
is structured to best suit them. 

 What is the comfort level of the stakeholders with risk management 
process?  It is important to consider that some stakeholders may not be 
understanding of the reasons why risk management is necessary nor are they 
comfortable with how to implement these processes.  This can influence how risk 
management processes will be utilized successfully in an initiative. 

 Where are stakeholders located?  Are they geographically dispersed?  If so, 
risk management activities should be well-structured to suit geographic dispersal 
while also ensuring that data can be collected and assessed. 

 What are the politics that are impacting my project, both internal and 
external?  Projects are political beasts.  There are many people with many 
opinions on the value of your project’s solution.  Some of these matters may be 
internal, such as how different departments will adopt the change that your 
project’s solution will bring to them.  Other external politics can also impact your 
project, such as environmental action groups who may or may not approve of the 
methods that your project will implement to achieve its deliverables, for example.  
The greater the political impacts that will be put on the project, the more 
important that structured risk process will be needed. 

 What are the time and/or budget sensitivities on the project?  Some projects 
have clients who want things yesterday at a cost of next to zero.  Clearly, time 
and money are always at the front of a client-sponsor’s concern.  In some cases, 
these constraints may mean that you cannot spend the time or money on the risk 
response planning that you would prefer.  You must weigh this against the 
importance of the project to best determine the type of methods you will use for 
risk identification, assessment, and response planning.   

 Is this project unique from other projects that have been done in the past?  
If so, then more process around risk management needs to be implemented. 

A RMP Process Determination Worksheet is available in Appendix A at the back of this 
guide.  Its purpose is to assist the project manager in considering the appropriate level of 
process to implement for a given project.   
Take a moment to review this template before continuing in your reading. 
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Evaluating Stakeholder Tolerance 
As discussed earlier in this course, stakeholders have different tolerances around risk.  It 
is important that the project manager begin to consider how these tolerances (or lack 
thereof) might influence the success of a risk management process.  For example, a key 
project team member that has a low tolerance for time-related risk may not be as 
comfortable with the time that your risk identification and assessment methods will 
require of him.  Though your stakeholders’ tolerances may not directly influence the 
manner in which you will finally decide to structure your risk processes, it is important to 
be aware of them as they will help you understand where you might have challenges 
concerning their implementation of your processes. 
A RMP Stakeholder Tolerance Worksheet is available in Appendix A at the back of this 
guide.  Its purpose is to assist the project manager in considering the tolerances of those 
stakeholders who will be involved in the development of the RMP and/or the RRP.   
Take a moment to review this template before continuing in your reading. 

The Elements of the Risk Management Plan 
Risk management plans come in many forms.  The project manager and his defined 
stakeholders work together to define the best RMP for the project.  Their goal is to 
effectively document the processes that will be used for a project, and so they usually 
contain the following: 
The methodology that will be used for the project 
The RMP should detail the way in which the project will conduct the processes of risk 
management.  Here are a few examples: 

 Risk identification – will face-to-face meetings occur for the initial risk ID 
process, or will a standard checklist be used in the interest of time?  How will 
data be developed?  Through expert judgment? Are there project archives from 
similar projects that will be pulled?  Are external sources of data available? 

 Risk assessment – will the project only use qualitative techniques, or will 
quantitative techniques also be employed?  What probability and impact metrics 
will be utilized for the assessment?  How are these assessments documented 
and how are they updated during the life of a project?  How will prioritization be 
conducted? 

 Risk response development – which risks will require an active response?  
What is acceptable for passive acceptance?  What strategies will require high-
level management approval?  What method will be used to adopt contingencies 
into the project plan? 

 Risk monitoring and control – what methods will be used to track risks?  Will 
risks be linked to actualized problems on the issues’ register?  How will 
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actualized risks be followed up on?  How should secondary risks/residual risks 
be managed and/or communicated? 

The tools and templates that must be utilized during the project to 
record information 
Any tool or template that the project manager expects team members to use should be 
introduced within the RMP, perhaps as an appendix to the document.  The tools and 
templates should include instructions for use.  Some of the common tools/templates that 
would be included here are: 

 Risk identification – checklists, interview worksheets, brainstorming tools,  
 Risk assessment – probability and impact definitions, probability and impact 

matrix, scoring tools, prioritization tools 
 Risk response development – risk register template 
 Risk monitoring and control – reports, other documentation that might be 

required to a PMO or other oversight organization 
Defined risk categories 
A sound RMP should document the standard risk categories for a project.  Risk 
categories are best defined as the ‘kinds of risk’ that a project might experience.  Below 
are a few examples: 

 Technical risks 
 Regulatory risks 
 Resource risks 
 Estimating risks 
 Vendor risks 

 Mother nature 
 Political risks 
 Communication risks 
 Market risks 

These categories can be used by the team as a tool to identify specific risk events once 
they begin to conduct risk identification and can also serve as a good starting point for 
the development of a risk identification checklist.  A more thorough discussion of how to 
use these risk categories will be discussed in the next module.  
The roles and responsibilities of stakeholders 
The RMP should also clearly identify the key stakeholders and their roles and 
responsibilities to the risk response plan that they will develop.  Some things to consider 
would be their responsibilities toward: 

 Initial risk planning and response development 
 Continuing risk identification and assessment 
 Risk tracking 
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 Communication of triggers and actualized risk, and to who they must 
communicate 

 Reporting risk – formats to be used, expected timing of submission, to whom it 
should be submitted 

Budgeting for risk management 
Risk management planning comes at a price.  The resource cost of risk planning must be 
considered.  Additionally, the RMP documents the establishment of the management 
reserve, a global contingency fund that is above and beyond the project budget (the 
budget is also known as the cost performance baseline) that is used for unknown-
unknowns.  The RMP should specify an amount for the fund (an accepted best practice is 
usually 5 – 10 percent of the project budget) as well as the process by which a project 
manager may receive approval and extract monies from the reserve to manage 
unknown-unknowns as they occur. 
In some cases, there may also be a global contingency for time as well.  A contingency of 
time may be allocated at the end of each project phase or at the end of the project and 
then managed by the project manager.  This method may be in lieu of adding 
contingency into each task of the project. 
Timing for risk management processes during the life of the project 
A RMP should document how often the project team should perform the expected risk 
management functions such as 

 Risk planning and response development – at the beginning of the project 
and then again at the end of each project phase, as an example 

 Reporting – weekly, monthly, or end of phase, as examples 
A Risk Management Plan template available in Appendix A at the back of this guide.  Its 
purpose is to document how risk response planning as well as risk monitoring and control 
will occur. 
Take a moment to review this template before continuing in your reading. 

From Process to Action 
The development of the risk management plan is only the first step.  Like any process, it 
can only be effective if it is implemented and utilized to make better decisions.  The 
following modules will detail the many ways in which the remaining processes can be 
accomplished.  They will give you alternatives for risk identification, risk assessment, and 
risk response development.  They will also discuss the advantages and challenges in 
their use.   
You will have to then consider what you learn from those later modules to determine for 
yourself what will be most appropriate for you to develop in your own project’s risk 
management plan. 
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In review, the activities of the Risk Management Plan process include: 
1. Determine appropriate depth of process 
2. Evaluate stakeholder tolerance 
3. Define stakeholders who will help develop RMP 
4. Complete RMP    
5.  

Review Questions 
The following review questions will assist you developing comprehension of the material 
contained in this module.  Answer the following questions in a separate notebook.  

1. What is a Risk Management Plan?   
2. Is a Risk Management Plan also known as the Risk Response Plan? 
3. When is the RMP started in the project’s life?   
4. What stakeholders might be included in the development of a RMP?   
5. What is the purpose of the Stakeholder Identification Worksheet?   
6. What elements must be considered when determining how much process to 

incorporate into a project’s RMP?   
7. What is the purpose of the RMP Process Determination Worksheet?   
8. What is the purpose of the RMP Stakeholder Tolerance Worksheet?  
9. Name the common elements of a RMP.  
10. Name five common risk categories.   
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Case Study 
The following case study will assist you in application of the material contained in this 
course module.  Following the case reading, complete the corresponding question.   
Ben had just finished reviewing the business plan and project charter with the sponsor of 
his new project, Jim.  Ben was eager to begin this new initiative as it was high-profile and 
mission critical.  Ben’s PMO Director, Janice, had watched Ben successfully navigate 
through less visible projects in the past and felt that he was ready for something this 
large. And, Ben had heard good things about his new sponsor.  Though he’d not worked 
with Jim in the past, Jim was well-known for being a very engaged sponsor.   
“Well, this looks like a pretty aggressive project, Jim,” Ben said as he began collecting 
papers at the end of their meeting.  “With a project of this importance in the portfolio, I 
think I will go ahead and start risk management planning in addition to our other planning 
activities.  I’ll get a list together of who I think we should involve and email it to you today 
for you to look over.” 
“I don’t think we are going to have much time to put together a lot of formal process on 
this one, Ben.  As you said, the expectations in the business case and charter are 
aggressive.  We need to just get started on the work as soon as possible,” Jim replied as 
he checked his watch.  “Janice told me I could depend on you to watch out for this 
project.  And, I like that you are thinking about potential problems before they happen.  
But, we just don’t have the luxury of spending time on formal risk planning on this 
initiative.” 
 
How should Ben respond to his sponsor? 



Mastering Project Risk 
Module 5 – Risk Identification 

www.prodevia.com 
 49

 
Module 5 – Risk Identification 

Risk Management Planning
Risk Identification

Risk Assessment
Risk Response Development

Risk Monitoring & Management
 

Figure 5.1 – Risk Identification & the Risk Processes 

Getting Started 
Risk is best managed when it is identified.  The first step defined within a project’s Risk 
Management Plan, Risk Identification is the process of uncovering the potential threats 
and opportunities that may impact the project and documenting these potentialities so 
that decisions can be made that will benefit the project and the client.   
A project’s RMP defines how the process of Risk Identification will occur, but we will 
discuss in this module the necessary inputs required for successful risk identification as 
well as some practical methods that can be utilized to determine and document risk 
events. 
Formal risk identification first occurs in the planning of the project as soon as the RMP is 
complete and approved.  Other project planning – such as budgeting, scheduling, and 
resourcing – will most likely have begun and will usually be planned concurrently with risk 
identification and the remaining processes in risk planning (risk assessment and 
response development).     
Risk identification is not a one-time process.  It is an iterative process that occurs in a 
structured way as proscribed by the RMP – an example might be a formal risk 
identification session at the end of each project phase.  It also occurs in an informal way 
on a moment-by-moment basis as new information becomes available during the course 
of a project.  An effective RMP will proscribe the way that this informal risk identification 
should be communicated to the project manager or whoever is the project’s designated 
risk manager.  Risk identification is an ongoing practice of continual discovery of potential 
events – negative and positive.  It is important to view the process of risk identification as 
an activity that should always be happening in the foreground of planning as well as in 
the background within the minds of the project manager and team.  Risk identification is 
not limited to a team planning meeting or a form to fill out.  It is an ongoing mental pursuit 
for any competent project participant.   
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This is not to say that an effective project risk manager is paranoid or a cynic by nature.  
An effective project risk manager is an opportunist by nature.  He or she is always on the 
lookout for opportunities to reduce threats and enhance favorable circumstances.   
American writer and clergyman, Charles Swindoll once said, “We are all faced with a 
series of great opportunities brilliantly disguised as impossible situations.”  It is an idea 
that applies well to the practicing risk manager.  It is always important to keep your eyes 
wide open to possible problems and also your mind wide open to the possibility of better 
and stronger solutions for the project and client.  Risk identification is a proactive activity 
of looking for potential disaster and potential success. 
There will be many individuals that will participate in risk identification including the 
project manager as well as sponsorship, the client, project team members, SMEs, end 
users and maintainers, representatives from the PMO, and other individuals who have a 
direct stake in the outcome of the project or who have a skill set that can serve the 
interests of risk identification for the project.  How and when they should become involved 
is up to the project manager and those who will develop the RMP.  It is a good idea for a 
project manager to consider the interpersonal, human aspects of involving people in an 
activity that is emotionally-charged for some.  For example, a client and sponsor usually 
have a very personal investment in the project outcome because they may be held 
accountable for the business success of the project’s solution.  Their credibility and job 
are on the line as the project gets underway and as deliverables are completed and 
implemented into the business’ ongoing operations.  For these individuals a risk 
identification session can hit close to home and be uncomfortable for them to engage in.  
A project manager who has a sponsor or client who is particularly sensitive to the ‘hard 
facts’ of risk management may be better served by not including them in initial risk 
identification sessions with the internal project team and instead report to them findings 
involving them away from the internal project team.  The reality is that people bring a 
subjective element into the process of risk identification and the project manager must 
consider practically how to implement the RMP and also ensure that its processes are 
effective for project success.  It is possible that the RMP is updated to reflect updated 
methods for risk identification as the project continues through its lifetime.   
However stakeholders are involved in the process of risk identification, the project 
manager should ensure that the manner in which they are involved encourages 
ownership and responsibility in the project’s risks.  The end goal is a group of 
stakeholders who have a vested interest in positive outcomes.  The more involved that 
they are allowed to be within this process, the more likely they will find solutions for 
potential problems with a focus on better outcomes. 



Mastering Project Risk 
Module 5 – Risk Identification 

www.prodevia.com 
 51

Gathering Useful Information 

Risk Identification Inputs

Work Breakdown Structure & Scope Baseline

Cost & Schedule Estimates

Management Plans

Stakeholder List

Project Documentation

Environmental Aspects

 
Figure 5.2 – Inputs into Risk Identification 
So, what is needed to begin effective risk identification?  Here are a few items that are 
useful to kick off this process: 

 Management plans for the project such as the RMP as well as the Cost 
Management Plan and the Schedule Management Plan 

 The project work breakdown structure and the scope baseline document 
(often known as a Scope Statement) 

 Project estimates – cost data and schedule estimates for work effort and 
duration.  

 The list of project stakeholders 
 Any and all available project documentation that might be useful for risk 

identification – past and present 
 The environment in which the project is being undertaken 

Let’s look at each of these more specifically. 
The Project’s Management Plans 



Mastering Project Risk 
Module 5 – Risk Identification 

www.prodevia.com 
 52

Risk Management Plan 
The most obvious beginning point for risk identification is the Risk Management Plan.  It 
defines the chosen methods for risk identification.  It also defines something known as 
risk categories.  You should remember from the previous module that categories are 
best defined as the ‘kinds of risk’ that a project might experience.  These categories are 
used as a beginning point for project team members who must identify risk.  Categories 
can be defined as a simple list or can be documented through a Risk Breakdown 
Structure, or RBS.  Figure 5.3 is an example of a RBS. 

RBS for Project Delta

Vendor

Poor Performance

Late Delivery

Resource

Lack of Skill

Over-allocations

Technical

Poor Quality

Complexities

Estimation

Poor Duration Estimation

Poor Cost Estimation

Poor Work Effort Estimation  
Figure 5.3 – Risk Breakdown Structure 
The RMP will also provide for tools and templates that will be required such as risk 
checklists, interviewing documents, and other identification tools.   
Other Subsidiary Management Plans 
A Project Management Plan, or PMP, is a compilation of the project’s executable plans 
including a schedule, budget, requirements documentation, human resources allocations, 
scoping documents, and other components  These executable plans tell us how the 
project objectives will be achieved.   
The PMP also includes the subsidiary management plans which are the processes that 
are used to develop the executable plan elements.  For example, the Risk Management 
Plan is a subsidiary management plan that describes how to build the Risk Response 
Plan, an executable plan in the PMP.   
Risk identification utilizes not only the Risk Management Plan but other subsidiary 
management plans as there is some process overlap.  Here are the ones that typically 
are common inputs for risk identification: 
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 The Cost Management Plan – this document describes the estimation process 
that will be used as well as how the final budget will be developed.  It also 
describes the acceptable level of cost management reserves that the project will 
be allowed to carry for unknown-unknowns.  Because this plan discusses 
estimation practices (carrying risk) and because it includes global contingencies 
(management reserves), it is important to review this document going into risk 
identification. 

 The Schedule Management Plan – this document describes how the project 
schedule will be developed and managed.  It defines the estimation processes 
used, and it may also identify an accepted practice for global time contingency.  
For similar reasons that the Cost Management Plan is a valuable input, the 
Schedule Management Plan may also help identify risk. 

 The Quality Management Plan – this document provides for how Quality 
Assurance and Quality Control will occur in the project.  These methods may 
either encourage or discourage risk on a project.  Reviewing these methods is a 
good idea in case there are threats or opportunities posed by the methods 
contained therein. 

Of course, there is potential for risk in any process and so it could be said that any of the 
project subsidiary plans might be useful to review as risk identification is occurring. 
The Work Breakdown Structure and the Scope Baseline 
The scope of the project defines the deliverables that must be provided for by the end of 
the initiative.  The Work Breakdown Structure, or WBS, is a way to represent 
graphically the way that smaller deliverables group together to form larger deliverables 
that together result in the completion of the project.  Within a work breakdown structure, 
there are two types of deliverables: 

 Deliverables that the customer will receive. Examples might include: 
o User documentation 
o Installed equipment and software on the client site 
o Training for the end users to use the solution 

 Deliverables that will be ‘expended’ to arrive at the final customer deliverables.  
Here are a few examples: 

o Internal project documentation 
o Development equipment/software used to test the solution 
o Training for project team members to use testing equipment 
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Both types of deliverables require time and money to be used to generate them.  Some of 
the deliverables are handed over to the client.  Some are not.  But, all must be delivered 
for the project to be a success.  And, both types of deliverables have the potential for risk 
and thus must be considered in the risk identification process.  Therefore, it is important 
that a project team not only look at the Scope Statement (which generally focuses on the 
final customer deliverables) but pay attention to the WBS which should contain all 
deliverables of the project.  An example of a WBS is shown in Figure 5.4 below. 

Project Delta WBS

Documentation

User Documentation

Specifications

Project Documentation

Hardware

RFP

Vendor Selection

Installation

Software

Requirements

Development

Testing

Production

Training

Team Training

End User Training

Operations Staff Training

 
Figure 5.4 – Work Breakdown Structure 
The WBS does not define the timing of how deliverables will be completed.  It simply is a 
representation of the ‘pieces of the puzzle’.  And, the WBS together with risk categories is 
a great brainstorming tool for a project team because it allows a team to consider the 
‘kinds of risk’ against each specific deliverable of the project.   
Using the WBS together with risk categories is an efficient method to develop a robust list 
of risk events, and it is useful when the project is a unique one where a standard risk 
checklist may not be available or useful.  It is also a good method for keeping a team 
from being ‘stuck’ in a checklist of risk events and will encourage them to think outside of 
the box. 
Additionally, the scope baseline document, or scope statement, is useful as it usually has 
documented assumptions and constraints.  Assumptions are those things that are held 
to be true for the purposes of proceeding with the project.  An example of an assumption 
might be that regulatory conditions will remain a constant for the purposes of developing 
a solution.  The reality is that if a regulation changes during the project that the scope 
may have to be modified to accommodate it.  So, any documented project assumptions 
carry with them a possibility of risk.  It is important to review any documented project 
assumptions.   
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Project Delta WBS

Documentation

User Documentation

Specifications

Project Documentation

Hardware

RFP

Vendor Selection

Installation

Software

Requirements

Development

Testing

Production

Training

Team Training

End User Training

Operations Staff Training

Risk Categories
For this deliverable, are there any:
Vendor Risks?
Estimation Risks?
Technical Risks?
Resource Risks?

 
Figure 5.5 – The WBS and Risk Categories 
Also, a scope statement will usually document project constraints.  Constraints are 
those things that are imposed upon a project that will limit it in some fashion.  An example 
of a constraint might be a pre-defined delivery date or a fixed budget amount that the 
project cannot over-run.  These conditions also carry a risk with them and should be 
reviewed by the project team for risk. 
Cost and Schedule Estimates 
Estimates are nothing more than best guesses as to how the future will unfold.  They 
require both expertise and experience for them to be close to how actual cost and 
schedule will prove to bear.  Estimates contain uncertainty and as such should be 
reviewed for potential risk on the project.  Typical estimates that need to be reviewed 
during risk identification include: 

 Cost estimates – the monetary amounts associated with procuring raw material 
and paying for the labor to transform that raw material into the final product 

 Duration estimates – the length of time that it will take to perform actions to 
complete tasks.  The completion of tasks influences the starting time and 
completion of subsequent tasks. 

 Work effort estimates – the man hours applied to an activity.  These estimates 
influence both the duration estimates and the cost estimates on a project. 

Additionally, the manner in which tasks in the schedule are organized to be completed 
through dependencies and resourcing can also create risks.  For example, many tasks 
that must all complete before a subsequent task can start creates a scheduling bottle-
neck that creates a risk within the project schedule because a time risk on any of the 
preceding tasks will impact the start time, and possibly the finish, of the subsequent task.  
These areas should also be evaluated by the team as they are developed during 
planning. 
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Figure 5.6 – A Schedule Bottle-neck 

Documentation – Past and Present 
Current Project Documentation 
Beyond the key components of the project management plan discussed above, there is 
also other project documentation that will be useful as risk identification begins and 
continues throughout the project.  Examples of additional project documentation that 
could be considered might include: 

 Documentation provided from vendors and contractors related to components of 
the final solution that have been outsourced. 

 Current issue logs and status reports to look at what current problems the project 
is experiencing as it might alert the team to secondary risks that might occur due 
to risk interdependencies. 

 Information that may be provided by other projects or the organization that might 
create new risks as the project proceeds through its lifetime. 

The bottom-line is that all documentation and known information should be scrutinized for 
potential risks, good or bad, that might occur.  A project manager and team should 
always be evaluating content for the possible risks that the project might experience. 
Archived Documentation 
Current documentation is not the only items that can serve the risk identification process.  
A review of data from past projects that have either developed similar products or shared 
similar environmental conditions provides great information about what the current project 
might also experience in terms of risk.  Some organizations that are more mature in their 
project management maturity usually archive data and lessons learned from previous 
projects in a way that is useful and will organize it for ease of use.  This archived data is 
used to developed better risk processes and tools. 
If, however, you find yourself in an organization that does not formally archive this data or 
if you are new to an organization and wish to quickly learn about the typical kinds of 
threats that can occur on projects, a wonderful way to find out information is to ask for 
issues logs for current and prior projects.  Most all projects have issues logs – even in 
environments that do not have formal process or PMOs.  By asking around to the other 
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project managers in the organization to review issue logs you have a ready-made wealth 
of information.  Why?  Because every problem recorded on an issues log was a risk 
at one point in time.   
Stakeholder List 
As the project gets under way the list of stakeholders begins to form and grow.  In the last 
module we discussed the development of the RMP where the project manager begins 
considering stakeholders both in terms of those who should be engaged in developing 
the Risk Management Plan as well as a beginning list of those who at the time were 
known to be assigned to the project, consider their tolerances to risk.  Two initial 
stakeholder lists were developed then: 

 RMP Stakeholder Identification Worksheet 
 Stakeholder Tolerance Worksheet 

Both of these initial lists are useful and should be updated as the project manager moves 
into risk identification.  It is important that the project manager consider those who need 
to be engaged in risk planning as they are assigned to the project.  It is also important 
that the PM consider the risk attitudes and tolerances that project participants bring to the 
project as they are likely to impact the way in which a team will, successfully or not, 
engage in risk planning. 
Environmental Aspects 
Projects exist within a larger environment and culture that influences what a project will 
experience during its duration.  Here are just a few examples of how a larger environment 
can impose itself on a project in terms of risk: 

 The national economy loses strength and threatens the business viability of the 
business solution that the project is developing. 

 A change of leadership within the government has brought new regulations to the 
industry that will create new requirements for the way that the project must be 
executed. 

 The client organization is bought out by another company and reorganizations 
are very likely. 

 New management is now leading your project organization and his priorities for 
the department are uncertain. 

 Key resource talent is stretched among many project initiatives as the company 
is ‘trying to do more with less’.  People are finding it difficult to stay productive 
under present conditions. 

 Most of your team members participated together on two other projects in the 
organization that were considered disasters.  These experiences have left these 
team members a bit jaded about your project. 
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These examples represent situations that the project didn’t create but that it must 
consider through risk planning. 
External Sources of Information 
Additionally, there may be academic studies or industry benchmark data that can be 
utilized in order to better develop risk lists.  In cases where the project content has been 
performed before it is possible that data may be available from sources outside of your 
organization.  This information can be valuable and should be sought out, especially in 
cases where the content of the project work may be new to your own organization but not 
to another organization or to industry. 

Risk Identification Methods 
Brainstorming and Expert Judgment  
The process of risk identification begins and always depends upon the ability of project 
participants to use creativity and sound judgment to develop a list of risks.  Risk 
identification is a ‘quantity activity’.  This means that the goal of the process is to come up 
with as many potentialities as possible.  The goal of this process is not to evaluate those 
ideas (this is a qualifying activity that is conducted in Risk Assessment which will be 
covered in the next module).   
This development of a quantity of ideas is a brainstorming activity using people who can 
bring knowledge, experience, and idea-generation skills to develop a list of project risks. 
There are many methods to complete this brainstorming process, and how you determine 
to spend time and money on risk identification will be based on the priority of the project 
in the portfolio of projects that the organization is conducting.  In the last module we 
utilized a RMP Process Determination Worksheet in order to aid us in determining how 
much risk process to adopt on the project.  Let’s look at this in a bit more detail. 
Risk Identification for Low to Moderate Priority Projects 
Projects must have a benefit to its client organization in order to be viable.  Some 
projects, however, are more critical than other.  Some projects are smaller in nature, 
perhaps simpler enhancements to an existing system or an end result that will result in 
modest advantages for an organization.  In these cases, it is important that the risk 
management process is appropriate and not overwhelming to the initiative.  For projects 
that are ‘lower on the totem pole of priority’ simpler methods of risk identification are 
usually best because the time and cost associated with them are minimal.   
Distribute a Checklist or Questionnaire 
One method of risk identification is that of a risk identification checklist.  An example of 
such a tool is available for you to review in Appendix B.  The advantage of a checklist is 
that it can be based upon pre-defined risk categories already established in the RMP.  
Specific risks can then be listed under each category.  This checklist is distributed to 



Mastering Project Risk 
Module 5 – Risk Identification 

www.prodevia.com 
 59

project stakeholders who are then given a designated amount of time to complete the 
checklist and return it to the project manager or designated risk manager.  The best 
advantage of this tool is that it is a quick and easy way for project participants to provide 
feedback.  A checklist provides a great starting point for risk identification.  Unfortunately, 
it can also be a fast ending-point of risk identification as it doesn’t really encourage 
project participants to think of items that aren’t already on the list.  Because this is the 
case, it is advisable to use checklists based on data from previous, similar project 
initiatives.  The more unique the project effort, the better served the project will be with 
using more open-ended questions within the risk identification process.  In this case, a 
distributed questionnaire is an alternative.  An example of a Risk Identification 
Questionnaire is available for your review in Appendix B at the back of this course 
guide.  Questionnaires require the reader to generate risk events themselves.  This will 
take more time for the project participant, and it may be more difficult for him or her to 
complete if he or she does not have extensive knowledge or experience.  Junior level 
project participants may not be able to complete a questionnaire or feel comfortable 
doing so.   
You may decide that your checklists and/or questionnaires should be tailored to the 
individual disciplines in the project effort.  For example, you might not choose to send a 
checklist describing technical risks to a project participant that is charged with 
documentation duties.  On the other hand, sometimes an individual may still have 
valuable insights regarding a discipline outside his own based on past project work that 
he has been involved with.  A project manager must use his or her best judgment in 
terms of how to proceed here.  This means learning about the project participants and 
their background using this as the basis for your decision in how to distribute risk 
checklists and questionnaires. 
Beware of checklists and questionnaires that come back with very minimal information.  If 
you do receive this, it is likely an individual who is either: 

 Over-confident 
 Currently lacking commitment to the project 
 Not an appropriate subject matter expert 

If you find that participation is not as high as you would prefer, you might find that 
interviews are a better method for you to learn more information. 
Conduct Simple Interviews  
One great advantage that interviews have over distributed checklists and questionnaires 
is that the project manager, or whoever conducts the interview, can pay attention not only 
to what the interviewee says but also the attitudes and non-verbal communication cues 
that he or she receives.  It’s one thing to receive a questionnaire back from a participant 
and read a response.  It is another to hear that person verbalize that response on the 
phone or in person.  More information can be gained from the latter. 
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Of course, the downside to interviews is greater time and possibly expense.  They can be 
especially difficult to do if the team is geographically dispersed.   And, the more 
individuals to interview, the more of a problem scheduling can be for the interviewer.   
One might choose to interview in select cases where there was minimal information 
provided from a distributed questionnaire, for example.  This will give the interviewer an 
opportunity to learn if over-confidence, under-commitment, and/or lack of ability are 
factors. 
Once a project is underway, risk identification can occur as part of a project participant’s 
regular reporting cycle.  With time a project manager will learn who he can depend on for 
solid information in this fashion and who he will need to spend more time talking to in 
order to elicit additional risk. 
Risk Identification for High Priority and/or Extremely Unique Projects  
The more important a project becomes to an organization’s success the more necessary 
it is to ensure that risk planning occurs in a more traditional team planning meeting 
session.  At the most extreme of this spectrum, a project manager could incorporate a 
risk identification and assessment session as part of an offsite planning event where key 
project participants are taken away from the office to a place where they can focus on the 
task at hand.  This session may be part of a larger kick-off planning session for the 
project and could last the duration of a half-day to a full-day depending on the size and 
complexity of the project.   
The advantage of a face-to-face planning session is that a lot of information can be 
identified and acted upon quickly.  But, taking individuals away from other responsibilities 
can be costly for them and other projects both in terms of time and money.  Because this 
is the case, it is very difficult to pull partially-allocated people to a lengthy session for the 
purpose of risk planning.  As the project manager, you will probably need to have a 
conversation with your sponsor to discuss the priority of the project and his or her 
commitment to its success.  If the project is important then your next job will be to 
negotiate to bring key staff together as soon as possible and for as long as they can 
possibly be away from other job responsibilities.   
Successful Face-to-Face Risk Planning Sessions 
For a face-to-face planning session to be successful, it will be important that you consider 
the following items: 

 Make sure that available planning documents can be accessed by those who 
will attend (work breakdown structure, current schedule and budget, etc).  

 Make a list of the ‘must-have’ people and the ‘nice-to-have’ people.  Also 
make a list for yourself of who should not attend this detailed planning meeting.  
This may include not only the obvious (project stakeholders) people.  A project 
manager may also wish to invite individuals who have are not allocated to the 
present initiative but who has experience that makes them able to provide 
needed expertise and information.  Query managers from key functional areas in 
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your organization to see who they suggest you might talk to and even invite to 
the meeting. 

 Make an agenda that provides timelines for the activities to be completed.  
For example, if the session will include both risk identification and risk 
assessment (discussed later) then put timeframes around how much time the 
group will spend doing each activity.  Divide your available time equally between 
the two. 

 Think about getting some facilitation help.  You are the project manager.  If 
the project is extremely important, hire a professional project risk facilitator, get 
someone from a PMO, or ask a fellow project manager to perform this task.  
Meet with your facilitator prior to the meeting to discuss your goals and facilitation 
concerns.  If you must facilitate yourself, then be careful to stick to your schedule 
and not get too caught up in content.  Let the participants focus on the content. 

 Use the information you have.  One of the best tools used for risk identification 
is the project’s work breakdown structure.  Since is details the components of 
work, it allows a team to look quickly across deliverables to look for potential 
risks.  Consider the reasonability of all estimates.  Check all documented project 
assumptions to verify they are sound.  And, evaluate all documented project 
constraints to determine the risks that they may impose upon the project.  

 Think about the comfort of your participants.  If it’s going to be a longer 
event, make sure that there are refreshments (fuel for the brain), breaks 
incorporated into the agenda, and limited distractions. Stick to task in the meeting 
and have a parking lot for anything that is off-topic.  You risk going over time or 
not getting your agenda complete if you don’t stick to the agenda. 

 Don’t allow ‘too much conversation’.  The goal of an initial risk meeting isn’t to 
solve every problem that is presented.  It is simply to build a good list of risks that 
can be evaluated and responded to at a later time.  Consider including on your 
agenda what is ‘in scope’ (risk identification and assessment, as an example) 
and what is ‘out of scope’ (risk contingency and mitigation planning).   

 Document information and disseminate after the session is over.  This will 
require someone to manage capturing data and ensure it is provided to 
participants in follow-up.  If you ask the team to write up the risks themselves 
using the Risk Identification Cards provided in Appendix B, then recording is 
much easier.  Instructions for using the cards are also available in the appendix.  
Alternatively, you may choose to have one person (in practice this is usually the 
project manager) record the data.  This could be done in a number of ways 
including: 

o Recording directly to the Risk Register.  The Risk Register (Found in 
Appendix B) is the final document used to manage risk throughout the 
life of the project.  It is defined in the RMP.  It is possible that as ideas 
are being generated by participants that one individual record these 
directly into the Risk Register.   
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o Using a diagramming technique such as a cause and effect diagram, 
an influence diagram, or mind-mapping.  This can be visually helpful, but 
it can also be time-consuming.  An example of a diagramming technique, 
mind mapping, is available for your review in Appendix B, Mind Mapping 
Example. 

o Recording to flip chart or a tool such as a SWOT Analysis.  This 
method keeps risks visible to the team, but it can require a lot of space 
and may not be appropriate for large initiatives that have many, complex 
risks to list.  There is a SWOT Analysis template in Appendix B for your 
review. 

The Human Factor in Risk Identification 
Perhaps the greatest challenge of risk management isn’t the process itself, but the 
human element that often seems to complicate it.  Of course most processes must 
contend with the typical human resistance to new process.  Risk management, like other 
processes, requires buy-in.  And, this buy-in comes with time, through management 
support, and – perhaps most importantly – due to the ability of project managers and 
PMO administrators to effectively sell the idea to both management and staff.  The 
success of any process most always begins with a strong, communicated commitment 
from management.   
If your organization does not currently place value on sound project management 
practices, then it will be necessary for you to gain support to adopt risk procedures as 
high up the chain of command as you possibly can.  And, having that individual present 
at a first meeting, or on the distribution list when risk planning procedures are being 
disseminated, is critical. This sends the message to participants that those above expect 
involvement from all in the process. 
In the absence of management support, it is more difficult gain adoption from 
participants.  In this case, speak personally with the few individuals on the team who you 
know others respect and who have enough ‘war wounds’ from other projects that they will 
be willing to back you in supporting a new risk process.  Keep your risk process efficient 
– if it slows the team down too much they will not want to continue the activity.  Better to 
have some risk planning than none because the initial attempt at implementing it failed 
miserably! 
Effectively getting buy-in from project stakeholders is only half the battle, however.  There 
are also other human factors that can play a role in the success or failure in risk 
identification.  Some of these factors were discussed generally in Module 2.  Let’s look at 
some more specifically as they relate to the risk identification process. 
Managing Overconfidence  
As the project manager, you will be inclined to want to play SME along with the team and 
offer your own suggestions to add to the risk list.  And, this is entirely appropriate and 
necessary for you.  But, your role in risk identification isn’t just to capture risks and record 
them into your risk register.  You must also be considering the cognitive biases that may 
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crop up in your risk identification – both your own as well as your project participants – 
and actively manage these biases. 
You may remember from your reading in Module 2 being introduced to a few cognitive 
biases.  The three below contribute to an over-confidence effect in yourself and the team: 

 Optimism Bias is a human tendency toward overestimating the probability of 
positive events happening. 

 The Valence Effect states that people are more likely to believe in a good 
eventual result (we can successfully fight that fire when it arrives as a problem on 
this project) over a bad result (we will not effectively be able to manage that risk if 
we ignore it now and allow it to actualize into an issue later).   

 Illusory Superiority suggests that people have exaggerated views of their own 
capabilities, thus adding to the over-confidence effect.   

You as the project manager should be listening and watching for these signs of 
overconfidence.  In risk identification, people will tend to ‘filter’ an idea through this over-
confidence effect and will perhaps not list a risk that really should be listed on the risk 
register.  They do this innocently enough as they may have quite a bit of project 
experience and have successfully navigated those problems in the past.  But, this is not a 
good reason to fail to document the risk.  You will want to make sure that the participants 
aren’t evaluating the ‘correctness’ of their risks when they are in risk identification.  As 
discussed earlier, this process is a quantity activity and if the idea is a reasonable one 
then it should be noted.  Remind the team that risk qualification will happen at a later time 
that will serve to assess the value of the risk to the project.   
Avoiding Peer Pressures and Politics 
The next nasty human tendency that crops up is that of peer pressures and politics.  
Consider the following cognitive biases discussed in Module 2: 

 The False Consensus Effect results in a group under the assumption that their 
own opinions, beliefs, and predisposition are more accepted than they really are. 
When they find that a consensus doesn’t exist, the group can incorrectly believe 
that the others who do not agree with them just aren’t as ‘capable’ or 
‘knowledgeable’. 

 The Bandwagon Effect states that people are susceptible to doing and believing 
things because many other people do and believe those same things. 

 Pluralistic Ignorance occurs when people privately disagree with but publicly 
support a belief. This, in turn, provides a team consensus of support for a belief 
or a decision that may be, in fact, unpopular by most team members. 

As project manager, you may be aware of particular project participants who: 
 Have a wealth of experience, well-regarded, and/or most always demonstrate 

sound judgment, or 
 Have strong personalities and are known for imposing their opinions on others. 
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It would seem that the former example would be a positive force and the latter a negative 
one.  But, in the case of peer pressures and politics, even the well-meaning SME who 
everyone looks to for good judgment can unknowingly influence another team member 
not to speak up and state an opinion that, while different from the SME, may be a valid 
concern or opportunity. 
Stay aware of the stronger members of a team and how they may be influencing others 
during the risk identification process.  If you believe that there is some peer or political 
pressures occurring then you might find it useful to talk to members one-on-one to elicit 
information that they may not have been comfortable broadcasting to the entire team.  
The lone voice of opposition that doesn’t ‘sing with the choir’ is still an important voice to 
listen to. 
Avoiding Concurrent Assessment 
It is likely that while a team is in the middle of risk identification that they will also wish to 
complete risk assessment.  This isn’t always a good idea.  Even if your goal from a risk 
meeting is to complete both activities, try to complete a risk identification list first and then 
have the meeting participants come back to start assessment after a break.  The reason 
why this is important is because if individuals are engaged in evaluating risks while they 
are trying to brainstorm them they may avoid listing a risk because “it’s not really a very 
big threat in the grand scheme of things”, and then the idea is lost.   
Consider this example, what may have been a lower priority risk for a previous project 
one of your participant’s was on last year (7% budget over-run on a purchase of some 
capital equipment) might be devastating to this current project’s client and their priorities 
and risk tolerances.  Communicate to the team to focus on trying to generate as many 
ideas as possible now knowing that evaluation of those ideas will happen later. 

Results of Risk Identification 
At the end of the process, your risk register from the risk management plan should 
contain the following pieces of data: 

 A detailed list of risk events 
 A narrative of the consequence(s) of the risk should it occur 
 Trigger points for the risk events, where possible 
 A defined risk originator 

Let’s discuss each of these more specifically. 
An Identified List of Risks 
The output of risk identification is a list of identified risks.  This list will evolve and usually 
grow as time goes on through planning.  Risks will continue to be identified as the project 
proceeds, however, as the project approaches the end of its lifecycle the frequency and 
quantity of new risks usually reduces as more is known about the project. 
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When identifying risk it is important to be as specific as possible.  For example, to say 
that there is a risk that a resource may be lost is not really a specific event that can be 
tied to a deliverable or a time frame.  And, it would be very difficult to determine a root 
cause or a set of consequences.   
Instead, a better way to write such as risk might look like this: 

Due to the departmental practice of resource allocation there is a risk of the loss 
of the lead technical SME for deliverable 4.8 of the work breakdown structure the 
impact of which would be a significant time delay as a new resource is identified 
and a loss of continuity leading to greater defects reaching user acceptance 
testing. 

The statement above is specific and contains a few components.  Let’s look at each one. 
A Root Cause 
“Due to the departmental practice of resource allocation…” 
This section of the identified risk articulates the root cause.  Root causes are the 
underlying conditions that provide fertile ground for a risk to actualize.  A risk event can 
have one or more identified root causes.  In cases where that can be documented, they 
should be as they often times are indicators of trigger points, discussed a bit later in this 
module.   
A Risk Event 
… there is a risk of the loss of the lead technical SME for deliverable 4.8 of the work 
breakdown structure… 
The risk is the possible occurrence that will happen during the project.  In our example 
notice that the event is defined specifically and is even mapped to a particular deliverable 
of the project.   
A Narrative Consequence 
… the impact of which would be a significant time delay as a new resource is identified 
and a loss of continuity leading to greater defects reaching user acceptance testing. 
The consequence of the risk is a narrative of expected condition(s) that are outside of the 
current project plan.  Our example defines two consequences – one to the element of 
time (schedule delay) and the other to quality (defects at UAT).  A risk can have one or 
more consequences.   
The formula of root cause – risk event – narrative consequence is a good method for 
ensuring that risks are identified as specifically as possible.  
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• Due to…
Root Cause

• …there is a  risk of…

Risk Event • …the impact of which is…
Consequence

 
Figure 5.7 – The Components of an Identified Risk 

Trigger Points 
A trigger point is defined as the event that will indicate a risk event is ready to actualize.  
A trigger point allows the team to define a prompt for implementing a response plan such 
as a contingency.  In our example above a trigger point for the loss of our key resource 
might be a PMO notice of a priority shift in the project portfolio.  Not all risks will have 
easily defined trigger points, but where they can be defined they should be. 
Risk Originator 
The risk originator is the individual who initially presents the risk event during risk 
identification.  This individual may or may not be the subject matter expert for the risk 
event.  And, this individual may – or may not – end up as the final risk owner.  
Documenting the person who originated the risk allows the project manager and team to 
know who to speak to if there are questions regarding the content of the risk. 

Additional Tools for Documenting Risk Identification 
One available tool to assist stakeholders in developing this information is the Risk 
Identification Brainstorming Card.  The tool and directions for its use are provided in 
Appendix B at the back of this guide.   
The final location for all documented risk for all identified risks is the Risk Register, also 
found in Appendix B.  This register is updated with information obtained from this as well 
as subsequent processes including risk assessment and risk response planning.  These 
will be discussed in more detail as this course proceeds. 

Identifying Opportunities 
As part of the project risk identification process it may become apparent to project team 
members that there are opportunity risks.  You will recall that opportunities are the 
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positive potential events that might be identified on the project, and these positive risks 
should be documented so that decisions can later be made as to what should be 
explored and leveraged.  Opportunities that the project may be business risk 
opportunities or project risk opportunities.  Below are some examples of each: 

 Business risk opportunities 
o New technology which has the potential to give the client greater 

functionality at a fraction of the cost for them to operate and maintain.   
o A new market of end customers for your client may be uncovered that 

could expand their business case for the project solution. 
o Possible modifications to regulatory environments may be able to reduce 

costs or create better efficiencies in your client’s organization. 
 Project risk opportunities 

o An exceptional resource is possibly going to come available because 
another project initiative they are assigned to is being cancelled or put on 
hold.  This resource could make for a shortened schedule and/or better 
quality. 

o A vendor has just recently been added to your organization’s approved 
vendor list.  This vendor has an exceptional reputation in the 
marketplace and may be able to provide a technology that will reduce 
overall project completion costs. 

o There is another project that has been developing a deliverable that – 
with minimal modifications – may be able to function for a component 
within your project’s scope.  You expect that costs and timelines can be 
significantly reduced as a result. 

Each opportunity should be documented either as a component of the overall risk 
register, or separately on an Opportunity Log.  See Appendix B for an example of an 
Opportunity Log. 
Remember that each opportunity will later be evaluated, should be researched, and – 
when appropriate – presented to the client (be sure to remember that often every 
opportunity is usually accompanied by one or more threats).   
 
In the next module of this course we will begin a discussion on evaluating the risks that 
have been identified.  We will talk about both qualitative and quantitative methods that 
will allow the project manager and team to prioritize risks in preparation for response 
development.  
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 Review Questions 
The following review questions will assist you developing comprehension of the material 
contained in this course module.  Answer the following questions in a separate notebook.  

1. Define the process of risk identification.   
2. What is used to define and document the process of risk identification?   
3. When does risk identification occur in the project?   
4. What is meant by the statement that risk identification is an ongoing mental 

pursuit for any competent project participant? 
5. Risk identification is a _____________ activity of looking for potential disaster 

and potential success. 
6. Who should participate in risk identification?   
7. What items should be gathered for risk identification? 
8. Where are categories for risk identification defined?  
9. What is a Risk Breakdown Structure?   
10. Why are subsidiary management plans valuable for risk identification?   
11. How is a WBS useful for risk identification?   
12. Why is it important to consider a project’s documented assumptions and 

constraints?   
13. What three estimates should be reviewed in the project?   
14. What type of project documentation can be useful for risk identification?   
15. Why are issues’ logs useful for risk identification?   
16. What two stakeholder lists should be reviewed during risk identification?   
17. Give two examples of how a larger environment can impose itself on a project in 

terms of risk. 
18. Name appropriate methods of risk identification for a low- to moderate- priority 

project.  
19. What is a SWOT analysis?   
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20. What should be defined on the risk register at the conclusion of risk 
identification?   

21. What is the difference between a business risk opportunity and a project risk 
opportunity? 

22. How should opportunities be documented? 

Case Study  
The following case study will assist you in application of the material contained in this 
course module.  Following the case reading, complete the corresponding question.   
Chris had brought her team together to complete a risk planning session on a 
development project to which they were recently assigned.  They had chosen to conduct 
a brainstorming session to complete risk identification, the ideas from which were being 
recorded by a peer project manager that Chris had asked to help her with facilitation.  
Though the brainstorm had gotten a slow start, now the momentum was building and 
many good risk events were being documented for the project.  One of Chris’ team 
members, Joe, had another idea to add to the list. 
“One threat that I really see that could be detrimental to this project is that the preferred 
vendor for the capital equipment installation could go out of business.  I have a friend 
who does HVAC work who was over at their office a couple of weeks ago and said that 
things were chaotic over there; a lot of people were being let go that day.”   All of the 
team members looked around at each other. 
“Are you kidding me?” questioned Mitch, another team.  “That vendor does so much work 
in this industry.  I worked there years ago and have old colleagues there.  I heard they’d 
fired a couple of people that weren’t working out. If things were bad over there, I’d know 
about it.  The probability of that risk happening is so small that we shouldn’t even bother 
listing it is a risk.” 
 
How should Chris respond? 
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Module 6 – Risk Assessment 
Risk Management Planning

Risk Identification
Risk Assessment

Risk Response Development
Risk Monitoring & Management

 
Figure 6.1 – Risk Assessment & the Risk Processes 

Risk Assessment Defined 
In the last module we discussed that risk identification is a ‘quantity’ activity, the goal 
being to define the potential events that might impact the project to its advantage and/or 
detriment.  In this module our goal is to evaluate the results of that idea generation 
activity.  This evaluation process is necessary so that the project manager and team can 
later determine which risks they will choose to proactively manage as well as those they 
will decide to live with, also known as prioritizing risks for response development.   
Risk assessment, sometimes also called risk analysis, is defined by two measurements – 
probability and impact.  Discussed at a high level earlier in this course, let’s consider 
each of these. 

 Probability is the believed likelihood that a risk event will actualize on a project 
effort.   

 Impact is the level of consequence that a risk event will have upon a project 
should it actualize.   

Together, these measures will later assist the team in prioritizing a risk among a list of 
many risks.  This process is important because teams rarely have the bandwidth to 
actively manage every risk – risk assessment helps to provide clarity as to where the 
team should focus its limited resources. 
These two measures, probability and impact, can be assessed in two different ways. 
The first manner in which risk can be assessed is called Qualitative Assessment (or 
Qualitative Analysis).  A qualitative assessment is – as the name suggests - a 
subjective measurement where project stakeholders use judgment and experience to 
measure a risk using a pre-defined scoring model.  Qualitative assessment is most 
always a component of a project’s risk management plan.  It is a method appropriate for 
use in all projects whether small or large, low- or high- priority.   
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The second manner in which projects can be analyzed is known as Quantitative 
Assessment (or Quantitative Analysis).  A quantitative assessment is data driven 
where forecasts of the future are based on data compiled from the past.  As such, it is 
considered less subjective than the qualitative assessment discussed earlier.  A 
quantitative assessment is not always achievable for every risk, and it may not be 
appropriate for projects that are small or of low-priority as the time and effort required to 
complete quantitative assessment could be greater than the advantage that quantitative 
tools would provide a more modest endeavor.  Thus, quantitative assessment is usually 
conducted only in cases where the following elements are present: 

 Data is available for the risk including statistical data for probability as well as 
well-defined impacts, and 

 The project is large enough and a high enough priority to the organization that 
the time and effort expended is worth the value that the analysis would 
provide (and, the value provided is not always clear at the outset making this 
element sometimes difficult to evaluate). 

Let’s discuss how both of these methods, qualitative and quantitative assessment, can be 
practically conducted within the risk assessment process. 

Getting Started with Risk Assessment 
The process of risk assessment is defined in a project’s Risk Management Plan.  The 
RMP will define the measures that are to be utilized in risk assessment, how individuals 
will be involved in the process, the assessment methods that will be utilized, the 
frequency that this process will occur, and the manner in which its results would be 
communicated to project stakeholders. 
Scoring Models, Defined Measures, and Thresholds 
A project’s defined process for risk management should always include a pre-defined 
scoring model for risk assessment.  Defined in the RMP, the model for scoring risk should 
be developed to the specificity that will be useful.   
Scoring models for assessment can be numerical or non-numerical (sometimes referred 
to as cardinal and ordinal scales).  Individuals who have been around projects for any 
length of time have come across the simple High, Medium, Low scale.   It is shown in 
Figure 6.2 below. 
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Impact
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Low1 Medium4 High8

High3 HL3 HM12 HH24

Medium2 ML2 MM8 MH16

Low1 LL1 LM4 LH8
 

Figure 6.2 – An Example of a Risk Scoring Grid 
For each risk, both probability and impact are scored resulting in a combined risk score 
(e.g. — HH, MH, LH, etc.) as shown.   
Notice that the risk scoring grid above also shows a numerical value for each level of 
probability and impact and that these scores have been multiplied to create a combined 
numerical risk score.  Thus, the scoring grid above incorporates both a numerical and 
non-numerical element.   
Consider this question:  Is the numerical score a stronger score than a non-numerical 
value such as High, Medium, and Low? 
To answer the question above what we really need to consider is the following question – 
how does one arrive at the score in the first place?  For example, what makes one 
risk a ‘High’ probability while another one is a ‘Low’ probability?  And, does substituting a 
number (3) for a name (High) really give more meaning to the score of a risk?  The name 
may have changed, but the manner in which the risk was valued – subjectively – didn’t 
change.   
Imagine for a moment that you handed out to your team members the list of identified 
risks as well as the scoring grid above.  You asked them to write down their scores for 
each risk based on the grid.   
The problem with this procedure is that each person will have a different definition of 
what constitutes a ‘High’ probability risk (or a ‘3’ risk).  They are also very likely to have 
their own personal definitions of what is of ‘High’ impact.  
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And, that’s the problem with a scoring grid without more definition.  Everyone will have 
their own meanings for your ‘High, Medium, Low’ scales. 
Thus, it is important that not only do you have some type of scoring model but that you 
also have definitions surrounding the scale levels in your model to reduce individual 
interpretation problems.   
An example of Defined Measures is provided in Figure 6.3 below. 

Defined Measures for Risk Event Impact(s)
This risk, if actualized, creates…

…less than a week delay to the critical path. …one to three weeks delay to the critical path. …four or greater weeks delay to critical path. Time
…less than 5% increase to budgeted cost of work scheduled. …5 – 15% increase to budgeted cost of work scheduled. …greater than 15% increase to the budgeted cost of work scheduled. Cost
…reduced/poor product performance noticeable to support team but not to end 
user.

…product performance meets all critical charter objectives with some 
malfunctions noticeable to end user.

…product performance does not solve charter problem and/or meet project 
objectives.

Performance

Low Medium High

Defined Measures for Risk Event Probability
The probability that this risk will actualize is…

…less than 25%. …between 25 and 50%. …greater than 50%.
Low Medium High

 
Figure 6.3 – An Example of Defined Measures for Probability and Impact 
The figure above is meant to be an example and is not a standard by which all projects 
and their risks should be measured.  A project manager must ensure that the defined 
measures are developed during risk management planning and that they are in alignment 
with his key stakeholders’ (e.g. client and sponsorship) tolerances for risk in the project.     
As stated earlier, defined measures are documented in the RMP.  Be advised that if the 
RMP’s defined measures are changed in any way during the course of the project that all 
former assessment scores will not be in alignment and it will be difficult to look backward.  
Do your best in the beginning to build a set of defined measures that can remain static for 
the life of the project so that you can more easily compare previous assessments of a risk 
with updated, current assessments of that risk as time proceeds.   
Further, the RMP should also define a threshold in the scoring model – that score which 
will require response action by the project team.  For example, in Figure 6.2 a project 
manager might define a threshold of any risk that is a MM (or score of 8) or higher will 
require a response plan to be defined in the risk register at a later time.  Risks lower than 
this value will be watched but will not require a defined response.  This threshold will 
assist the team in prioritizing it’s time and effort. 
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Completed Risk Identification 
The previous process, risk identification, has already added the following elements to the 
risk register: 

 A detailed list of risk events 
 A narrative of the consequence(s) of the risk should it occur 
 Trigger points for the risk events, where possible 
 A defined risk originator. 

These pieces of information are considered further in risk assessment.  These three 
components should be defined that they can provide enough detail whereby project 
participants can understand the risk well enough to score it.  An assessment of a risk is 
usually initially defined by the risk originator and then updated by other project 
stakeholders through a process that will be defined in more detail next. 

Qualitative Risk Assessment Methods 
Qualitative assessment can be achieved using different methods.  In keeping with our 
goal of ensuring that process matches priority, let’s look at how assessment might be 
conducted for low to moderate priority projects as well as for high priority projects. 
Risk Assessment for Low to Moderate Priority Projects 
Because a lower priority project has less end value to the customer and sponsorship, it is 
important that the project manager ensures that cost and time impacts of process are 
kept to a minimum.  Too much process can impede, not assist, a project that is of lower 
importance in the portfolio.  As such, the goal in qualitative risk assessment is to compile 
an analysis of risk as quickly and as inexpensively as possible.  
Project team members in this situation are asked to assess the risks that they define for 
probability and impact using their risk list and the scoring model that the project manager 
provides to them.  Usually, risk identification and assessment will happen concurrently in 
this scenario.  Team members will be asked to submit identified risks as well as their 
probability and impact assessments by some determined date.  This information should 
be turned around to the project manager as quickly as feasible – ideally within three to 
four business days (perhaps less for initiatives that have a short project duration).  A 
project manager will have to consider the timing needs of the project versus the 
responsibilities of team members allocated to activities outside of the project to determine 
the best turnaround date.  
The project manager would then compile information from each team member and 
disseminate the combined risk register to the team for a review.  In some cases, another 
team member may disagree with or wish to adjust the risk assessment score that was 
originally provided by the risk originator.  If the risk score provided by either party is 
above the threshold established in the project’s RMP then the project manager should 
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follow up together with the originator and other needed team members to discuss the risk 
in question so that a risk score can be formally set for the risk event. 
Throughout the life of the project, a risk event’s assessment and score will be watched, 
re-evaluated, and managed primarily by the risk owner.  The project manager will ensure 
that he or she is aware of the risk’s current assessment score and that this information 
has been documented in the risk register.   Further, he will ensure that any risk that 
meets or exceeds the scoring threshold has an updated and defined response plan.  
Response planning will be discussed further in the next module of this course. 
Risk Assessment for High Priority and/or Extremely Unique Projects  
High priority and unique projects usually require a more interactive approach from project 
stakeholders and project experts.  In the previous module, Risk Identification, we 
discussed that the project manager consider that critical projects in the organization’s 
portfolio utilize a Risk Management Planning Session.  Ideally this is an off-site meeting 
at the beginning of the project to develop the risk list and to complete the assessment.   
Please, take a moment to quickly review the section, Successful Face-to-Face Risk 
Planning Sessions, found on page 68 before continuing your reading. 
A face-to-face session is invaluable for projects that are critical.  Ideally, these are off-site 
arrangements.  However, reality often requires that they be conducted on-site.  On-site 
sessions will usually prove to be more distracting to participants especially in cases 
where they are allocated on many initiatives and are trying to multi-task activities.  Your 
meeting length may need to be adjusted to be considerate of competing schedules. 
Further, most projects are composed of attendees who are geographically dispersed 
without budgets for travel.  As the project manager, you must weigh the expense of 
bringing everyone together against the risk to the project if you do not do so.  If the 
project is very high priority and is a very unique initiative, you must do the due diligence 
of speaking with sponsorship about the necessity of a face-to-face session.  If you are 
unable to negotiate this circumstance, then online meetings and/or teleconferences may 
be your only alternatives.  Consider that these technologies will make facilitation much 
more difficult.  The team session may need to be broken into smaller teleconferences, for 
example, where risk identification and assessment are not conducted together.  A 
technology-supported meeting (anything that is not face-to-face) greater than an hour will 
usually not hold the attention of participants.  And, sixty minutes will not be enough time 
for a group to successfully complete risk identification and assessment for a large and/or 
complex initiative.  Consider this in your planning. 
A sample Risk Planning Session Agenda for risk identification and assessment for a 
face-to-face risk planning session is available for your review in Appendix B at the back 
of this guide.  Take a moment to review it before continuing in your reading. 
When developing your agenda consider the following: 

 Clearly define the project and the logistics for the meeting.  Where possible, 
start meetings in the morning as this time of day is usually the most alert time for 
humans.  If your participants are geographically dispersed and a face-to-face 
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meeting is not possible, then consider the time zones that your participants will 
be working from.  If they are across global zones then you may need to have 
separate meetings to accommodate people. 

 Define a facilitator.  As discussed in the previous module, a facilitator who is not 
the project manager means on-time sessions that meet their agenda goals. 

 Define the session’s goal as well as what is in and out of scope.  One of the 
biggest challenges for these sessions is participants’ desires to solve problems 
as soon as they identify them.  However, this is not a good use of the team’s time 
as some risks will be more important than others.  It is a poor use of resource to 
spend considerable time on a risk that in the grand scheme of risk planning will 
be of low priority to the project’s success.  Risk priority should always determine 
how much attention a risk receives in developing action plans.  The goal of the 
Risk Planning Session is to define the severity of the risks so that they can be 
prioritized.  The team will then spend less time overall in responding to risk as 
they will only focus on those above the threshold to build response plans for.  
Your facilitator will likely need to remind team members of this during the meeting 
and will want to refer them back to the out-of-scope definition on the agenda. 

 Detail the activities of the meeting.  Ensure that participants know who will be 
leading the discussion for each agenda activity. 

 Inform participants of the Read & Review Ahead Items.  Participants may or 
may not always have the time to thoroughly review these items before the 
meeting, but they still should be made aware of the documentation that will be 
utilized during each agenda activity.  Additionally, because the scoring model and 
defined measures will be so important to assessment success, it is advisable to 
attach these to the agenda itself (even posting these on the wall in a face-to-face 
meeting).  The facilitator will wish to regularly remind the team of the defined 
measures as assessment proceeds. 

 Define the time frames for activities.  Make sure that participants know what to 
expect.  Don’t make an agenda item longer than 60 minutes.  An individual’s 
attention span will be lost.   

 Plan for breaks.  The quantity activity that is Risk Identification is a very different 
task from the evaluation activity that is Risk Assessment.  Most individuals will 
need the ‘mental shift’ that the break provides.  Keep your break in the 5 to 15 
minute range.  If your session is on-site or being conducted via technology then 
you will have to consider that the risk that a break will ‘lose your audience’.  This 
is another good reason for breaking the Risk Identification and Risk Assessment 
into two separate meetings when a teleconference and/or online meeting must 
be utilized. 

 List the participants.  The agenda is ideally distributed a few business days 
prior to the Risk Planning Session.  By listing participants you allow them to see 
who is invited and give them the opportunity to inform you, the project manager, 
if someone is not on the list who should be.  An ideal number of participants for 
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any ‘information development’ or ‘problem-solving’ types of meetings should be 7 
to 9.  A number much larger than this will be much more difficult to facilitate.  Of 
course, your project may be on the scale that many more people should be 
involved.  You may wish to utilize sub-groups in one overall Risk Planning 
Session or create several smaller Risk Planning Sessions where appropriate 
functional areas are organized together. 

 Request an RSVP.  It is important that you know who will be in attendance for 
the session.  Be sure to ask for a confirmation of attendance and provide a date 
that the RSVP is to be submitted.  In cases where a participant is unable to make 
it, you may need to consider asking them to send a representative, especially if 
the functional area they represent is extremely critical or has complex 
interdependencies with other components of the project (system integration 
management or regulatory compliance, as examples).    

Challenges to Consider While Conducting Qualitative Risk 
Assessment 
Regardless of the manner in which risk assessment is conducted, it is important that the 
project manager (and the facilitator, in the case of a Risk Planning Session) should be 
aware of ways in which the human element can negatively impact analysis outcomes.   
Variation of Tolerance 
As discussed in an earlier module of this course.  Individuals have different degrees of 
risk tolerance.  In addition, there are many lenses of tolerance through which project 
stakeholders perceive risk.  We have all been in situations where past experiences and 
personality characteristics influenced the way in which people evaluated time risks, cost 
risks, quality risks, etc.  Everyone is prone to fall back upon their own comfort levels of 
risk tolerance, or aversion.   
But, the reality is that the risk tolerance project stakeholders should be most concerned 
with is the client’s tolerance.  If the client is most sensitive of risks that may impact his 
ability to have a solution by a particular date, then a team member’s strong aversion to 
higher-priced expenses may not be in alignment with what the client considers important.  
As such, it is necessary for the project manager to make sure that project team members 
are well aware of the client’s priorities around their triple constraints.  Ideally, prioritization 
of the triple constraints is documented in a project’s charter.  But, practically this 
information is rarely provided to the project manager as a component of his charter.  
Instead, the project manager should sit down with the client and ask him to prioritize 
which of his triple constraints – time, money, and solution performance – is the most 
critical to him in order to achieve business success.  Clearly, all are important, but one 
will stand out as the primary driver of decisions and modifications that might occur during 
the project.  The project manager must be aware of this priority and should be sure to 
communicate this regularly with the project team.  Risks that will impact this most critical 
constraint will be higher priority risks for the team.  This conversation with the client and 
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sponsorship will also help the project manager develop defining measures that are in 
alignment with them. 
We discussed the necessity of looking at stakeholder risk tolerances earlier in this course 
and recommended that a part of Risk Management Planning should include an 
evaluation of stakeholder tolerance using the template RMP Stakeholder Tolerance 
Worksheet in Appendix A.  This template has additional use in risk assessment as a way 
for project managers to consider challenges that individual tolerances might influence the 
quality of the risk assessment process.  A PM should take the time to re-visit this tool 
prior to the first team’s risk assessment. 
Not only does a team need to be regularly reminded of the client’s priorities around the 
triple constraints, the team also will need to be regularly advised to be using the defining 
measures that are defined in the RMP.  If the project manager is using a Risk Planning 
Session meeting to develop assessments then he or she will want to make sure that a 
copy of the defining measures are available for each meeting participant. 
Assessment in Anticipation of Response 
The project manager also needs to make sure that participants of the risk assessment 
also evaluate a risk without anticipating the risk response.  Consider the following 
statement: 
PM: Tom, what is your assessment of the risk that the hardware vendor will be late in 
delivery? 
Tom: Oh, that’s really a low impact risk because we can just get a pre-approved variance 
from procurement to buy outside the approved vendor list if our current vendor is back-
logged. 
What is the concern above?  Tom made his assessment (low impact) based on an 
anticipated solution that could be put into place.  But, this variance has not been 
approved and provided from procurement – thus, it is not part of the current plan.  The 
assessment must be made based on the plan as it stands in the present.  In the case 
above, a hardware delay may cause a final delivery delay – and to a client who is 
extremely time-sensitive this is a high impact risk!  This risk can be re-assessed and 
down-graded to a low impact risk after the variance is approved and in hand. 
People will often anticipate a solution while they are thinking of the problem.  The 
challenge with this is that the solution is not a documented component of the project 
therefore it can’t be a part of the assessment process.  The project manager will need to 
ensure that participants are remembering this fact, and a Risk Planning Session facilitator 
will be smart to post this reminder somewhere in the conference room so that the concept 
stays ever-present during the assessment activity. 
The Influence of Risk Ambiguity 
Some risks have poor clarity.  By this it is meant that very little is known or understood 
about the risk.  The team can articulate the risk, but they don’t have enough information 
or knowledge to really determine the probability and/or the impact of a risk.  A project 
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manager should be sure that team members are assessing risk that they are using 
experience and judgment to rank risks. 
Unfortunately, there will always be some risks that are not well-understood or are 
ambiguous, especially early in the project.  There is a tendency for individuals to – 
without knowing how to adequately assess the risk – place the risk into the middle of the 
risk scoring grid.  This center of the probability and impact scoring grid can become a 
“Black Hole” for these ambiguous risks.   
So, it’s critical that a project manager consider the assessed risks here and make sure 
that the participants have used the defined measures in order to place the risk in this spot 
of the grid.   
Two procedures are advisable to avoid this particular assessment challenge.  First, 
provide a score option in your RMP for risks that the team is having difficulty wrapping 
their minds around.  For example, a risk can be scored as AMB (or 999 in a numerical 
model, as an example) meaning that the risk has no probability and/or impact score at 
this time as not enough is understood.  This then becomes an action item for the risk’s 
originator and owner to either better articulate the identified risk and/or research the risk 
for later follow-up and eventual assessment. 

Impact

Pro
bab

ility

Low1 Medium4 High8
High3 HL3 HM12 HH24

Medium2 ML2 MM8 MH16
Low1 LL1 LM4 LH8

 
Figure 6.4 – The “Black Hole” in a Risk Scoring Grid 
Second, because the middle of a scoring model tends to accumulate ambiguity, a project 
manager on a smaller, lower-priority initiative may choose simplify his scale to look like 
the one in Figure 6.5 below. 

Impact

Pro
bab

ility

3High ProbabilityLow Impact
1High ProbabilityHigh Impact

4Low ProbabilityLow Impact
2Low ProbabilityHigh Impact

 
Figure 6.5 – A Simple Risk Scoring Grid 
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This scoring model is easy-to-use and makes prioritizing risks simple as well.  A project 
manager will always have to use his judgment and knowledge of his stakeholders and the 
project environment to determine the best way to manage risk ambiguity.  Ambiguity will 
always be a component of risk planning; try to keep it out of the center of your risk 
scoring model.   
The Influence of Time 
Some risk, if they are going to actualize, will do so early in a project’s life.  Others may 
not reach an actualization point till further into the future.  A few can actualize at any point 
in time.   These near-term, far-term, and variable-term risks can influence risk 
assessment as individuals will tend to place more emphasis on those things that are 
closer to them in time.  The good practice here is that near-term risks usually are 
prioritized higher than far-term risks.  The poor practice is that individuals will incorrectly 
assess a far-term risk as lower in probability and/or impact because it is so far away into 
the future.  A good analogy is looking at an object that is in the distance.  It appears 
small, but as you physically get closer to the object it appears larger, perhaps even larger 
that one might first have believed it to be.  Risks are like this in that far-term risks appear 
“smaller” in the distance of time.  And, they become larger and overwhelming as they get 
closer to the present time.  This can impact the risk assessment process.  Recognize that 
there may be some risks that have been assessed low that really are far-term risks that 
appear smaller than they really are 
Further, your team will use the past to make assessments about the future.  The 
challenge is that the further away the past experience is, the more likely that it will be 
down-played by those in the present.  Consider a natural disaster.  People are very 
sensitive to a reoccurrence soon after the event, but with time comes complacency and 
disbelief that it will happen again.  This tendency can also influence the way in which 
people will assess a risk.  If it hasn’t happened in a very long time, then they may 
incorrectly assess it as a low probability and/or low impact risk.   

 
Figure 6.6 – Objects May be Larger Than They Appear 
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The Influence of Bias 
Human bias can also influence the way in which a risk assessment occurs.  Consider the 
following biases discussed in Module 2 and how they could impact risk assessment. 

 Remember that Optimism Bias, is the tendency toward overestimating the 
probability of positive events happening resulting in people being correct in their 
subjective probability judgments far less often than they think they are. 

 In Illusory Superiority people have exaggerated views of their own capabilities 
in assessing risk and managing challenge, thus adding to the over-confidence 
effect.   

 The False Consensus Effect suggests that people will project their way of 
thinking onto other people.  In other words, individuals assume that everyone 
else thinks the same way they do.   

 In the Bandwagon Effect, also sometimes called groupthink or the herd effect, 
people are susceptible to doing and believing things because many other people 
do and believe those same things. 

 Pluralistic Ignorance occurs when people privately disagree with but publicly 
support a belief. This, in turn, provides a team consensus of support for a belief 
or a decision that may be, in fact, unpopular by most team members. 

 
All of these biases can impact the team’s assessment and decision-making ability.  Here 
are some ways the project manager can reduce the impacts of these cognitive biases: 

 Make sure that risks are regularly being re-evaluated during the life of a project.  
Risk assessment is not a one-time activity but something that happens at 
established points in the project, as defined in the RMP. 

 Listen to all thoughts.  Don’t shoot down a risk as ‘not a real risk’ just because 
you have not experienced it yourself or your most skilled team member says it is 
a non-event.   

 Regularly speak with your team members one-on-one.  Develop your business 
relationship with each of them so that they feel comfortable giving you details that 
may not be popular in the project team, but are still valid concerns none-the-less. 

 Manage the stronger personalities in team interactions.  They may stifle the 
information that you are receiving from other team members. 

This is where a project manager’s leadership abilities and interpersonal skills become 
critical to ensure that the risk assessment is as sound as it can possibly be. 
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Results of Qualitative Assessment 
Risk Register Assessment Data 
Once the initial risk assessment is completed the following items are added to the 
project’s risk register for each risk event: 

 An initial probability score – remains static for the rest of the project 
 An initial impact score – remains static for the rest of the project  
 An initial, combined risk score (probability and impact combined) – remains 

static for the rest of the project  
 A defined risk owner – the individual who will be responsible for developing 

response plans, if required, or who will watch the risk, if it is below the threshold 
for response. 

As the project proceeds through its life each risk will have added to the risk register it’s: 
 Current probability score – a dynamic score that changes as update 

milestones occur 
 Current impact score – a dynamic score that changes as update milestones 

occur 
 Current, combined risk score – a dynamic score that changes as update 

milestones occur 
Prioritization 
Risk prioritization is the process of determining which risks will be required to have 
response plan and which ones will be watched without a response plan requirement.  The 
prioritization of risk is defined based on: 

 The risk score – the higher the score the higher that the risk will be prioritized 
 Timing – Near-term and variable-term risks will be prioritized before far-term 

risks. 
 Threshold – Any and all risks above the threshold must have a developed, 

approved response that is incorporated back into the project plan. 
What one does not want to do is create an arbitrary cut-off point. 

“We are going to respond to our top ten risks on the project.” 
The problem with this tactic is that if your project has twenty-five risks in the high 
probability/high impact quadrant of the scoring grid, and fifteen of these are near-term 
risks, then you must deal with all twenty-five beginning first with those fifteen that are 
closer to actualization.  And, that doesn’t even count the other thirty that are in lower 
quadrants but are still above your RMP’s threshold.  Your team must respond to 
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everything above the threshold starting with the highest risk scores and those that are 
near-term or variable-term.   
Opportunity Assessment Date 
In some cases, the positive risk events that have been added to the Opportunity Log can 
be assessed for their probability of occurrence as well as the impact to the project and/or 
the business should they occur.  Because resource bandwidth is limited in most real-
world projects, you as the project manager will have to determine with sponsorship how 
much of your team’s time should be spent in refining the Opportunity Log.  In some 
cases, this may be handled by the project manager or a representative from a Project 
Management Office. 
Trends 
Over time, a project manager and team will see trends in their abilities to accurately 
assess risks before their actualization.  These trends can be documented and utilized for 
lessons learned.  For example, your team sees a trend that risks related to time 
estimates are initially assessed much lower and their impacts tend to be much higher 
once actualized.  This information could be used for a client-requested scope change to 
add a new component to the project.  Where estimates are developed as a part of this 
change request, a risk could be identified around the accuracy of the time estimates.  
This may then spur a response plan of added contingency time. 
Quantitative Assessment Determinations  
For larger, unique, business-critical projects, some risks will proceed into quantitative 
assessment.  The risks that should continue with quantified analysis must: 

 Be high priority risks that are above the established threshold  
 Have probability and impact data available from past projects, industry 

databases, or from a reputable source of information. Quantitative assessment 
methods will be discussed next. 

Quantitative Assessment Methods 
Expected Monetary Value Analysis 
Some risks can be quantitatively defined for probability and impact.  This quantification is 
in the form of a percent chance of likelihood and a value for impact, usually a monetary 
value.  Expected Monetary Value, or EMV, is a simple formula that gives you the 
opportunity to make decisions as well as to determine how much the project team – and 
ultimately the client – will spend to mitigate and manage a risk.   
For example, if a project risk has been identified which would add $100K to the cost of a 
project, and past experience has told you that this risk actualizes one in five times.   
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The EMV would be calculated in the following manner: 
               .20  Probability 
X  $100,000  Impact; also called Risk Value 
      $20,000  EMV of the risk 

The amount of $20,000 above is the EMV of the risk – the amount of risk held in the 
present moment.  This number can be used to prioritize a risk against others’ EMV 
amounts.  It can also be used to determine a threshold for how much stakeholders may 
be willing to invest in order to manage the risk now.  For example, if a contingency plan 
can be developed at a cost of $2,000, then you may choose to do so as this cost is only 
10% of the EMV of the risk, an inexpensive alternative when compared to holding the 
risk’s $20K EMV. 
The greater the number of risks on a project, the more the project’s budget will be 
stretched to meet deliverables plus manage project risk.  As such, the EMV can be used 
as a method to determine a budget for risk contingency. 
Of course, EMV can only take into account quantified risk and cannot account for other 
intrinsic elements that surely affect risk, such as loss of customer satisfaction, which 
might have a monetary value but could prove to be too difficult to quantify.  In the final 
analysis of EMV, good judgment must be used to determine its final value to the project’s 
risk strategy. 

Expected Monetary Value = Probability X Impact (Risk Value) 
Exercise 6.1 – Expected Monetary Value 
One of your team members has identified a potential risk on the project.   A particular 
component that must be installed to the project’s piece of capital equipment has a 15% 
failure rate.  The cost to replace the component would be $11,250.   You are considering 
procuring insurance during the project to protect the delivery team against equipment 
malfunction before the project is closed out.  The cost to carry insurance is estimated to 
be $1,250.  
Is it advisable to procure the insurance given the risk above?  Demonstrate your 
decision below. 
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Decision Tree Analysis 
Decision trees are graphical representations of decisions given that there is more than 
one potential outcome.  They are constructed with the following elements: 

Squares represent decision points in a tree.  Two or more options are 
represented to the right of the node on branches.  These branches are 
the choices that are available. 
Circles represent probabilities in a decision tree.  The branches that 
are represented to the right of this node are the various probable 
outcomes that can occur.  The sum of all branches extended from a 
chance node will be a probability of 1.0, or 100%. 
Let’s use an example to demonstrate how a decision tree is 
constructed.  Let’s assume that an organization must make a decision 

between procuring a new software package versus making enhancements to an existing 
system.  This software is to be made available to the end users, electronic parts dealers 
across the globe, and the purpose of the software is to provide efficiencies and cost 
savings to the organization.   
From past experience, the dealers have not been eager to adapt to changes in 
technology, and past enhancements to the system has been more accepted to them than 
the introduction of new processes and systems.  After some research, the team 
developing the business plan has come up with the following numbers: 
 Procuring new software will cost $200K; writing enhancements to the existing 

system is expected to cost $250K. 
 If new software is procured, there is a 60% chance that there will be high 

participation among the dealers resulting in an estimated $600K in cost savings.  
If there is low dealer participation, then the cost savings will be expected to only 
result in $275K. 

 If enhancements are written for the existing system, there is a 90% chance that 
there will be high participation among the dealers resulting in an estimated 
$500K in cost savings.  If there is low dealer participation, then the cost savings 
will be expected to only result in $250K. 

Below is a graphical representation of the decision and the potential probable outcomes: 

DECISION
Procure new software Or Write 

enhancements?

Procure new SW: Cost = $200K

Write enhancements: Cost = $250K

What could happen?

What could happen?

60% Probability of High Participation: Cost Savings = $600K

40% Probability of Low Participation: Cost Savings = $275K

90% Probability of High Participation: Cost Savings = $500K

10% Probability of Low Participation: Cost Savings = $250K  
Figure 6.7 – An Example of a Decision Tree 

Decision 
Node 

Chance 
Node 
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Utilizing EMV, each potential outcome can be quantified and then summed back (left) on 
the decision tree to the chance node.  This sum can then be carried back (left) from 
which the cost of the project choice can be subtracted.  The final number that results is 
the net value for that choice.  Take a moment to review the calculations below. 

DECISION
Procure new software Or Write 

enhancements?

Procure new SW: Cost = $200K

Write enhancements: Cost = $250K

What could happen?

What could happen?

60% Probability of High Participation: Cost Savings = $600K

40% Probability of Low Participation: Cost Savings = $275K

90% Probability of High Participation: Cost Savings = $500K

10% Probability of Low Participation: Cost Savings = $250K

.6 X 600 = 360

.4 X 275= 110

.9 X 500 = 450

.1 X 250 =   25

360 + 110 = 470

450 + 25 = 475

470 – 200 = $270K Net Cost  Savings

475 – 250  = $225K Net Cost  Savings

 
Figure 6.8 – A Completed Decision Tree 
Based on the calculations above, it is clear that procuring new software has a net cost 
savings of $270K which is greater than the $225K from writing enhancements to the 
existing system.   
However, it is critical to remember that risk is still involved, and should the decision be 
made that new software is procured and there is low participation that the savings would 
only amount to $75K.  The decision tree assists in looking at all of the probable outcomes 
to determine the best course of action.  And, of course, the reliability of the decision tree 
is only as good as the reliability of the numbers going into the tool. 
 
Exercise 6.2 – Decision Tree 
Your department must choose one of three projects to go forward with based upon 
profitability.  After some research, you have compiled the following information: 

Project Name Projected Cost 

Project Alpha $400,000 

Project Delta $125,000 

Project Omega $100,000 
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You have also determined that there is a chance for either high customer sign-ups or low 
customer sign-ups.  The following data has been compiled: 

Project Name High Customer Sign-ups Low Customer Sign-ups 

Project Alpha 60% chance with resulting 
revenue of $800K 

40% chance with resulting revenue of 
$200K 

Project Delta 80% chance with resulting 
revenue of $500K 

20% chance with resulting revenue of 
$100K 

Project Omega 90% chance with resulting 
revenue of $300K 

10% chance with resulting revenue of 
$150K 

Construct a decision tree and determine which of the three projects has the 
highest EMV for profitability. 
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Probabilistic Analysis 
With any estimate on the project – be it money, duration, or work effort – there can be a 
range of estimates that could prove to be true during the project.  What might have taken 
three days to complete on a past, similar initiative could have also taken six days on 
another, similar project.   
Utilizing probabilistic analysis, project managers are able to consider various estimates 
as a way to determine the best estimate for the current project.  This is often 
accomplished through a technique known as the Program Evaluation and Review 
Technique, or PERT.   
This technique utilized three estimates to determine a reasonable estimate.  They are: 
 

Optimistic – the best-case value for a given project element 
Most likely – the expected value for a given project element 
Pessimistic – the worst-case value for a given project element 

 
These three estimates are used to calculate two values: 
Mean 
The mean represents the middle-point of a range of possible data values and also 
represents that point at which the project manager has 50% confidence of achieving that 
estimate.  The formula can be a straight-average or a weighted-average depending upon 
the confidence that the project manager has in the stability of the most-likely value. 
Standard Deviation 
The standard deviation measures the way in which the data spreads away from the 
mean.  Where there is less risk associated with an estimate, the standard deviation will 
be a smaller number.  Where there is more risk in the estimates, the standard deviation 
will be larger.   
The standard deviation can be used to determine how much should be added to the 
estimate in order to increase the probability of achieving an estimate.  The formula for 
standard deviation depends upon whether a straight-average or a weighted-average is 
being used – also known as a triangular distribution or beta distribution, respectively. 
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The formulas are represented below. 

 
Triangular 

Distribution 
(Straight-
Average) 

Beta 
Distribution 
(Weighted-
Average) 

Mean 
That point where an 
estimate is at 50% 

confidence. 
(O+M+P)/3 (O+4M+P)/6 

Standard 
Deviation 

The spread of data away 
from the mean. P-O/3 P-O/6 

Figure 6.10 – The Formulas for Mean and Standard Deviation 
The weighted-average is used in situations where there is stronger confidence in the 
most likely estimate (the multiplier of 4 gives more weight to the most likely estimate).  As 
an example, consider that the work effort estimate for completing an activity on a project 
can vary and that the following three-point estimates have been provided: 
 

O=200 hours, M=300 hours, P=450hours 
 
Using this information and the weighted-average formula for mean and standard 
deviation, we come up with the following estimates: 
 

Mean [ 200+( 4*300 )+450 ] / 6 = 308 hours (rounded) 
Standard Deviation 450-200 / 6 = 42 hours (rounded) 

Using the numbers above, the activity has 50% confidence of being able to complete 
within 300 hours.  If we wish to know with greater confidence how to estimate the activity 
then we can use the standard deviation according to the following heuristics below: 

 1 standard deviation – 68% confidence 
 2 standard deviations – 95% confidence 
 3 standard deviations – 99.7% confidence 
 6 standard deviations – 99.9% confidence 
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If we would like to know with 95% confidence the work effort for the activity, then we 
simply add 2 standard deviations to the mean. 
 

308 + (2*42) = 392 hours 
 
Let’s consider another example with a bit more complexity.  Imagine that you have 
developed a schedule for your project, and each activity has an optimistic, most likely, 
and pessimistic value for duration. 
Review the following details of the schedule below: 
 
Project Data 

Task Dependency O M P 
A - 8 9 10 
B A 1 1 2 
C B 6 6 6 
D - 1 2 3 
E A, D 1 2 3 
F E 1 2 4 
G E 1 2 14 

 
The project schedule above has five distinct paths through the network: 

1. ABC 
2. AEF 
3. AEG 
4. DEF 
5. DEG 
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Using the data above and beta-distribution formulas for mean and standard deviation, the 
following estimates result; 

Task Mean Standard Deviation 
A 9.00 0.33 
B 1.17 0.17 
C 6.00 0.00 
D 2.00 0.33 
E 2.00 0.33 
F 2.17 0.50 
G 3.83 2.17 

 
In order for us to make some more meaning from this data we will 
need to look not only at task means, but the mean for each path of 
tasks in the schedule. 
For each path, we add the individual task means together to a path 
mean.  This sum represents the duration that it will take to complete 
that particular path of tasks. 
Looking at the path mean durations, we can see that the path ABC 
represents the longest path, or the critical path, as it is just over 16 
days in length. 
Most project managers have been taught the value of the critical 
path.  As the longest path, this is the path that, if goes off track, will 
impact the end date of a project.  As such it does carry risk.  
Practically, most project managers focus extra attention on the 
tasks on the critical path because they know that variances here 
cause problems in being able to deliver on time. 
But, is the critical path the riskiest path?  
The answer is, not always.  Sometimes, there are other paths in the 
schedule that seem benign enough, but the risk contained in the 
estimates can actually make them much riskier to the project 
completion than the critical path itself.   
Remember, the mean represents 50% confidence.  Is this enough 
for you, your project sponsor, and client? 
Continuing to use the previous example, the standard deviations for 
the tasks in the project are converted to variances.  A variance is 
the standard deviation squared – or the standard deviation 
multiplied by itself. 

Variance  = Standard Deviation2 

 Mean 
ABC   

A 9.00 
B 1.17 
C 6.00 
 16.17 

AEF   
A 9.00 
E 2.00 
F 2.17 
 13.17 

AEG   
A 9.00 
E 2.00 
G 3.83 
 14.83 

DEF   
D  2.00 
E 2.00 
F 2.17 
 6.17 

DEG   
D 2.00 
E 2.00 
G 3.83 
 7.83 
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Each task variance can then be added together to form a path variance. At this time, the 
path’s standard deviation is calculated by taking the square root of the path variance.  
Remember, that the standard deviation measures the spread of data away from the 
mean and allows us to increase confidence in estimates.  Consider the following 
calculations below. 
 

  Standard Deviation Variance Path Standard Deviation 
ABC    

A 0.33 0.11  
B 0.17 0.03  
C 0.00 0.00  
  0.14 0.37 

AEF    
A 0.33 0.11  
E 0.33 0.11  
F 0.50 0.25  
  0.47 0.69 

AEG    
A 0.33 0.11  
E 0.33 0.11  
G 2.17 4.69  
  4.92 2.22 

DEF    
D  0.33 0.11  
E 0.33 0.11  
F 0.50 0.25  
  0.47 0.69 

DEG    
D 0.33 0.11  
E 0.33 0.11  
G 2.17 4.69  
  4.92 2.22 
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Finally, the path mean and path standard deviation are combined.  In the case below, 
they are combined to provide 95% confidence, or two standard deviations. 

Path Duration at 95% Confidence 
ABC 16.17 days + (2 X .37 days) = 16.91 days 
AEF 13.17 days + (2 X.69 days) = 14.54 days 
AEG 14.83 days + (2 X 2.22 days) = 19.27 days 
DEF 6.17 days + (2 X .69 days) = 7.54 days 
DEG 7.83 days + (2 X 2.22 days) = 12.27 days 

 
Given the information above we find that the riskiest path is really path AEG at just over 
19 days to complete.  It is important to remember that if you are utilizing three-point 
estimates within your project that you remember calculating a straight-average or 
weighted-average is only providing you a number that gives you 50% confidence.  And, 
the much larger question is this – how much risk tolerance does your project’s leadership 
have for time risk? 
Probabilistic analysis has been demonstrated thus far on work effort estimates and also 
duration estimates.  It can also be utilized for cost estimates as demonstrated in an 
exercise for you to complete below. 
Exercise 6.3 – Probabilistic Analysis 
Your team members have provided you three-point cost estimates for the following 
deliverables in your project.  Using a triangular distribution, what should you estimate the 
cost of the project to be if you wish to achieve 95% confidence that you will be able to 
deliver on-budget? Round to the nearest dollar. 

Deliverable O M P 
Equipment $30,000 $30,000 $30,000 
Software $15,000 $17,000 $22,000 

Customizations $4,000 $5,000 $8,000 
Training $3,500 $4,000 $4,500 

Documentation $1,000 $1,100 $1,300 
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Sensitivity Analysis  
While analyzing any project, it can be useful to come up with the consequences of risks 
quantitatively and determine which risk causes more damage (or benefit) to the project. 
Sensitivity charts are used to visualize impacts for best- and worst-case of different 
unsure variables over some range. A tornado diagram demonstrates the variable with 
highest impact kept at the top of the chart followed by other variables in descending 
impact order which represents a tornado. 

 
Figure 6.10 – A Tornado Diagram 

Simulation Analysis 
Simulation analysis is a method to forecast outcomes given a set of parameters, and it 
can be used to evaluate any numerical estimate.  Sometimes also referred to as Monte 
Carlo analysis as they are named after a city that is known for its gambling industry, a 
simulation in today’s world is a computer-generated program that runs a scenario through 
thousands of iterations to generate a simulated outcome that can be used to envision 

how reality might play out.   
To begin this discussion, imagine a machine that 
consists of a vertical board with evenly-spaced rows of 
pins. Balls are dropped from the top.  These balls 
bounce left and right as they hit the pins. Eventually, 
they collect into one-ball-wide columns at the bottom.  
This machine – known as a bean machine, quincunx, 
or Galton’s Box – is a device invented by Sir Francis 
Galton and demonstrates how things tend to normally 
distribute themselves in nature.   
Now, for our analogy, imagine that each ball 
represents a simulated outcome for an estimate on the 

Figure 6.11 – Galton’s Box 

Pin 
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project.  And, thousands of balls later, what would remain is a collection of balls that 
would show which estimates are most sound.   
A computer simulation runs its version of the Galton’s box thousands of iterations and 
produces an outcome that will give the individual running the simulation some indication 
of which estimate carries more – or less – risk.  The output of a Monte Carlo simulation 
results in a curve like the one shown in Figure 6.12.   
If you look closely at Figure 6.12 you will see that the business plan forecasted a total 
budget of $22 million, however the simulation program only sees a 12% probability that 
this estimate can be achieved.  The mean of the curve is $24.5million – this is 50% 
confidence.  With 95% confidence the simulation predicts a final budget amount of just 
under $50 million ($28 million more than the business plan has forecasted). 

10%

100%

$10M $60M

Mean - 50%

Pro
bab

ility
 

Project Cost
$34.5M

Mean – 50% likely to meet this cost amount

$22M

Business Plan Cost EstimateOnly 12% likely

$50.9M

Two Sigma – 95% likely to meet this cost amount
 

Figure 6.12 – An Example of the Output of a Monte Carlo Simulation 
There are many software packages that provide this type of analysis in the marketplace 
today, and an internet search on Monte Carlo or Simulation Analysis for Projects will 
provide a solid list of the available applications should the student choose to investigate 
using them. 

What to do with Quantitative Analysis Findings 
The results of quantitative analysis assists the team making decisions about risk 
prioritization and response – the subject of our next module.  
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Review Questions  
The following review questions will assist you developing comprehension of the material 
contained in this course chapter.  Answer the following questions in a separate notebook.  

1. How is the process of risk assessment different from the process of risk 
identification?   

2. Define probability and impact.   
3. Why is assessment and prioritization of risks so important for today’s’ project 

teams?   
4. What are the two methods for assessing risk?   
5. When should quantitative assessment be conducted?   
6. Is a numerical scoring model a stronger tool than a non-numerical model?  

Explain.   
7. What are Defined Measures and why are they important?   
8. What is a Threshold, and why is it important?   
9. How might assessment be conducted on a low to moderate priority project?   
10. How might assessment be conducted on a high priority project?   
11. Name five items that a Risk Planning Session agenda should include.   
12. When managing the challenge of variation of tolerance, who must the project 

manager and team ultimately consider?   
13. Explain the challenge of assessment in anticipation of response.   
14. What is the “Black Hole”?   
15. What two methods can be used to manage the “Black Hole”?   
16. How can the influence of time impact a risk assessment?  
17. Name at least three things that a project manager can do to reduce the influence 

of bias on a risk assessment.   
18. What is a risk owner?   
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19. True or False – A project’s initial risk probability and impact score is a dynamic 
score.   

20. In prioritization, why should the project manager not create an arbitrary cut-off 
point (i.e. Top Ten Risks)?   

21. Should opportunities be assessed?   
22. Why is it important to document trends?   
23. What is Expected Monetary Value, and when can it be used?   
24. What are Decision Trees?   
25. What are the three measures discussed when completing probabilistic analysis 

with PERT?  What three kinds of estimates can be used?   
26. What is a Tornado Diagram?   
27. What is a Monte Carlo analysis?  
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Case Study  
The following case study will assist you in application of the material contained in this 
module.  Following the case reading, complete the corresponding questions.   
Jeremy was reviewing through the risk identification and assessment worksheets that he 
had distributed to his project team.  He’d asked them to consider the risk events that they 
were concerned about and asked them to document them as well as provide an initial 
assessment.   
Jeremy then planned to compile the data into a risk register so that it everyone could 
review the findings.  One team member, Donna, had turned in her risks but had identified 
one as a low risk when Jeremy’s own experience had taught him that the risk could really 
cause significant delay at a critical bottleneck in the schedule.  He called her and was 
happy that she answered the call. 
“Hi, Jeremy,” Donna said.  “I am glad that you called because I wanted to talk to you 
about some resources that I think I am going to need which will require getting some 
special approvals to bring them on the project.” 
“I’ll be happy to help you get who you need, Donna, but actually I am calling about 
another matter.  I see you have identified a risk here that your enhancement development 
work could be delayed based on a potential re-allocation of critical resources, but you 
have assessed this as a low probability/low impact risk.  Are you sure that in this 
environment that your assessment is sound?” 
“Well, of course it is. It’s why I am getting the contractor request forms completed now as 
we speak.  An outside contractor won’t be pulled off our project to be put on another like 
an inside resource would.  I know a contractor that is perfect for the work, but it’s going to 
require a variance and special permissions to get him assigned.  That’s actually what I 
wanted to talk to you about.”  
 
What common mistake did Donna make? 
 
How should Jeremy respond to Donna? 
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Module 7 – Risk Response Development 
Risk Management Planning

Risk Identification
Risk Assessment

Risk Response Development
Risk Monitoring & Management

 
Figure 7.1 – Risk Response Planning and the Risk Processes 

Response Planning Defined 
Some might say that it is this process where risk management “arrives” because it is 
expressly concerned with what all processes should be – solving problems and 
enhancing opportunities.  Of course, in Risk Response Planning the goal is focused on 
doing these things in advance of their actualization. 
The particular ways in which projects will specifically choose to respond to risk will 
involve many factors including: 
 

 What is in the best interest of the client and their priorities for the project 
 What is affordable in terms of time and resource 
 What is in alignment with the project’s environment in a larger organization, its 

industry, its community 
 Regulatory factors that are imposed on the initiative 
 The limitations of skill, expertise, and ability in the organization and the 

marketplace 
 

Therefore, it cannot be within the scope of this course to define specific, appropriate 
responses to a particular type of risk event as what is appropriate for one project will not 
be for another.  What is in scope for this module is to discuss the common ways in which 
project teams can respond to risk as well as ideas to be mindful of as the process of Risk 
Response Planning is conducted.   
This process occurs in its first instance early in a project’s planning.  But, this process is 
considered iterative in nature as it occurs – like all risk processes – throughout the 
lifecycle of the project.   
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The goal of this process is two-fold: 
 Respond appropriately to threats that have been identified 
 Determine the strategy for maximizing opportunity risks that have been 

recognized 
Let’s look at some of the methods before we discuss further how to evaluate particular 
responses for appropriateness. 

Response Methods for Threats 
Avoidance 
The first way in which a project team can respond to a threat is to avoid it.  In simplest 
terms avoidance is about removing something from the project in order to remove the 
risk that goes with it.  This might include removal of: 

 A deliverable currently in scope 
 A resource from the project plan 
 A process, procedure, or method 
 A component of the business plan’s and project charter’s objectives (i.e. – 

removal of a deadline as it is unachievable.  An adjustment is then made to the 
project charter for a new deadline) 

 The entire project – in other words, kill the initiative. 
Avoidance removes a risk by removing that which allows its existence. 
Transfer 
A risk transfer occurs when the project manager and team determines that handing the 
risk over to another entity is preferable to holding the responsibility of the risk themselves  
The simplest example of risk transfer is insurance, bonds and warranties.  Transfers of 
threats can also be managed through a contract with a third-party whereby they become 
the responsible party of cost-overrun risks (usually through a fixed price contract).  In 
some cases a transfer of risk may be a partial one where both the project team and the 
third-party are responsible for a share of the threat (as occurs in cost-plus type contracts, 
for example).  The risk does not disappear from the project in a risk transfer – the 
responsibility for the risk simply changes hands to a stakeholder outside of the project 
organization. 
Mitigation 
Sometimes, a threat is such that a project team may attempt to spend time and resource 
up front to reduce the probability and/or the impact of a risk.  This type of response 
strategy is known as mitigation.  Mitigation is a proactive response to threat in that it is 
both planned for and implemented prior to any threat actualization.  This means that time 
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and resource is spent in advance without knowing whether or not the threat will ever 
actualize.  Examples of mitigation include: 

 Developing a prototype  
 Planning for additional product testing 
 Installing a secondary system for redundancy 
 Taking on the added expense of a highly-skilled resource because his expertise 

has been proven to reduce quality issues in the past 
 Utilizing a more expensive, but more stable system 
 Utilizing processes that assist productivity and removing processes that slow 

down productivity. 
In fact, it could be said that sole goal of a sound project management methodology is to 
mitigate the threat that the project will not deliver on-time, on-budget, and with 
performance.  In essence, project management itself is mitigation for project failure. 
Active Acceptance 
Sometimes, project teams want to take a ‘wait-and-see’ approach to a risk.  Known as 
active acceptance, this strategy recognizes a threat is large enough to do something 
about.  But, unlike mitigation where time and resource is spent fully in advance of the 
actualization of a risk, active acceptance spends some time and resource developing 
plans up front – contingency plans and reserves – that are implemented only at some 
trigger point (usually just before or at actualization).  In other words, active acceptance 
spends some – but not all – of the allocated funds and time unless the threat event is 
realized.  Contingency plans are partially pro-active and partially reactive in nature.  
 

Actualized Threat
Time

Mitigation Plans Developed & Implemented.
Contingency Plans Developed.

Contingency Plans Implemented.

 
Figure 7.2 – Mitigation and Contingency – How They Occur in Time 
 
Let’s look at some of the particular types of contingency that can be developed for a 
project. 
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Resource and Monetary Reserves 
The first types of contingency found in projects are resource and monetary reserves.  A 
resource reserve may be a human or material element that is set aside in case needed.  
If the resource reserve is not needed, then the project does not incur the expense.  But, 
these resources are ready and available on the chance that they are required. 
Monetary reserves represent funds that are set aside in case they are needed to 
address an actualized threat.   Monetary reserves may be in the form of management 
reserves – a budget of funds separate from the overall project budget and used to 
address unknown-unknowns.  The amounts of a management reserve varies by project, 
product, and industry – however, a good heuristic for such a reserve is an additional 5 to 
10% of the project budget amount.  The cost management plan (or sometimes the risk 
management plan) will articulate how the management reserve is established and the 
means by which funds can be taken for use in the project.  Contingency reserves are 
funds that have been set aside to address a particular risk event and are released if the 
time for the risk has passed and it does not actualize.  Again, the cost management plan 
(or risk management plan) addresses how these funds are approved, managed, and 
distributed.  Quantitative assessment methods can assist the team in determining 
additional funds that may be required to meet certain confidence requirements. 
It is important to note that resource and monetary reserves are not designed to make up 
for poor planning or lack thereof.  This would be an inappropriate use for them. 
Schedule Reserves 
Schedule reserves is additional time that is incorporated into the project plan in order to 
account for the inevitable slippages or resource availability problems that can crop up in 
projects.  As with monetary reserves, sometimes quantitative assessment can assist the 
team in determining the appropriate amount of reserve to employ on a project.  An 
important part of incorporating schedule reserves into the project plan is to consider how 
they will be inserted.   
Consider this: Should time reserves – sometimes called buffers – be inserted into the 
individual tasks?  Or, should task durations be set aggressively with time reserves 
installed at key points in the project schedule in the form of global buffers? 
Identified by Eliyahu M. Goldratt in his book, Critical Chain3, the student syndrome 
refers to the phenomenon that people will fully apply themselves to a task just at the last 
possible moment before a deadline.  This results in using up any buffers built into 
individual task duration estimates.  In other words, people might tend to start at the 
project schedule’s Late Start Date for a task, using any buffer on the front side of the 
task. 
 

                                                      
3 Eliyahu M. Goldratt, Critical Chain (North River Press, 1997). 
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Figure 7.3 – How should buffers be inserted? 
Further, Parkinson’s Law states that “Work expands to fill the space of the time 
available for its completion”.  In this case, the buffer will always be used when 
incorporated at the task level and that work will stop on the activity at the end of the 
buffer, not before the buffer is utilized.  Here, humans tend to refine or “tweak” the work 
deliverable for the entire duration leading to no early deliveries. 
Thus, these are two sound arguments for why schedule contingency probably should be 
added at a global level (at milestones or at bottle necks in the dependencies in the 
network, as examples) and managed by the project manager while keeping the individual 
task estimates aggressively achievable. 
Fallback Plans 
Fallback plans are the alternate contingency plans that will utilize contingency reserves in 
support of responding to a threat.  As an example, an alternative approach or method of 
constructing a deliverable is utilized only when the project plan’s first approach is 
jeopardized due to a risk.  The monetary, resource, and time reserves are then used in 
conjunction with pre-written fallback plan in order to respond to the risk.   
Passive Acceptance 
Passive acceptance is defined as choosing not to prepare an active response to a risk.  
Passive acceptance is not, however, passive as its name might imply.  The risks that are 
passively accepted are still recorded on a watchlist, assigned a responsible owner, and 
are reviewed periodically during the project.  
Most risks that are passively accepted are either prioritized as a low-priority risk or there 
are no reasonable, appropriate methods to effectively respond to the risk. 

T i m e

T i m e

I n d i v i d u a l  b u f f e r s

G l o b a l  b u f f e r
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Opportunity Reponses 
If the project manager and team are expected to also actively manage opportunities 
within the project initiative, there are manners in which responses can be developed for 
actualized opportunities: 

 Exploit – take action to ensure that the opportunity will actualize.  An example 
might be taking actions to ensure that expertise from a recently cancelled project 
is re-allocated to your initiative. 

 Share – partner with another party to realize the benefits of the opportunity.  An 
example might be entering into a contract with another company to sell your 
project’s product to a new industry that your organization is unfamiliar with. 

 Enhance – proactively plan to increase the probability and/or impact of a risk.  
An example might be developing an internal marketing program to increase the 
likelihood that additional departments will take advantage of the project’s end 
result. 

 Passively accept – do nothing and take advantage of the opportunity if it occurs. 
 Actively Accept – develop contingency plans such that if the opportunity 

actualizes then plans can be implemented immediately.  An example might be if 
prices drop substantially for a commodity that your project utilizes that funds can 
be made available immediately (pre-approved to be released prior to the next 
scheduled funding increment release). 

Threat Responses Opportunity Responses
Avoid – eliminate the uncertainty of the threat 
through removing something from the existing project plan in order to remove the risk.

Exploit – eliminate uncertainty to ensure that the 
opportunity actualizes.

Transfer – hand the risk over to another party to 
manage, usually through insurance, bonds, warranties, and contracts.

Share– partner with another party or parties in order 
to take advantage of the benefits that the opportunity provides.

Mitigate– proactively plan in order to reduce the 
probability and/or impact so that the threat is within acceptable risk thresholds.

Enhance– proactively plan in order to increase the 
probability and/or impact so that, if actualized, benefits can be maximized.

Passively Accept – watch the threat during the 
course of the project without adopting any active response plan to remove, reduce, or manage it.

Passively Accept – take advantage of the 
opportunity if it actualizes without actively pursuing it.

Actively Accept - through contingency and reserves have plans and resources in place to respond to a risk if it 
actualizes.

 
Figure 7.3 – Risk Response Strategies 
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Considering Residual and Secondary Risk 
When response plans are developed they don’t usually completely get rid of risk.  
Instead, secondary and residual risk remains.  Residual risk is that risk that is left over 
after a response plan has been incorporated back into the project plan.  For example, a 
mitigation to reduce the probability of a risk occurring doesn’t remove the risk – it simply 
makes it less likely that it will happen.  Risks should be re-assessed after response plans 
are employed and their residual risk probability and impact numbers should be defined in 
the risk register and updated on a regular basis. 
Secondary risks are those that are created as a result of a response plan for a primary 
risk.  For example, a project team that has hired an outside contractor instead of 
constructing a component in-house may reduce the risk of quality defects, but it might 
create a secondary risk that the vendor won’t deliver on time or might not deliver at all. 
Secondary risks should also be documented on the risk register. 

• A new risk that is created as a result of response plans
Secondary

Risk

• The remaining risk after a response plan is formulated
Residual

Risk
 

Figure 7.4 – Secondary and Residual Risk 

The Risk Response Plans 
The risk response plans, RRPs, must first be developed by owners, then evaluated to 
ensure a strong response, documented into the risk register, and then folded into the 
project plan and other project documentation.   
Developed 
Once risks have gone through their initial assessment they must next be assigned to an 
individual who must lead the development of one of more response strategies.  The 
individual assigned as owner is usually the person in the position of expertise and/or the 
deliverable owner who is most impacted by the risk.  This individual may himself make 
recommendations for responses or he may bring together a sub-team – depending upon 
the nature of the risk.  Risk responses then are submitted to the project manager for 
evaluation. 
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Evaluated 
A project manager should work together with the risk owner to ensure that the risk 
response(s) is strong and sufficient.  As part of this evaluation, the project manager 
should consider the response according to the following factors: 

 Supported through agreement – The project manager, owners, decision-makers 
agree that the recommendation(s) are correct for the project’s objectives. 

 Timely – The response considers the timing of the risk, if actualized.   
 Realistic – Within the context of the project and the larger organization, the 

response is technically achievable. 
 Owned – The response plan for the risk is accounted for by one responsible 

individual who is best suited to do so (this does not mean the project manager, 
but the individual who has the greatest expertise). 

 Necessary expense –The response is considerate of the time and resources 
required to implement given customer and stakeholder needs. 

 Germane – The response is an appropriate, pertinent, and a relevant response 
to the risk in question 

Documented 
Once the response plan for a risk has successfully passed through evaluation it should 
be documented in the risk register (a tool used to document the RRPs) where it can be 
tracked and managed during the life of the project. 
Project Documentation Updates 
Project Management Plan 
Risk response plans will require that other project documentation be updated.  Examples 
include: 

 Updates to any relevant baselines such as schedule, budget, and the work 
breakdown structure. 

 Updates to management plans such as the staffing management plan, 
procurement management plan, and others where process needs to be refined t 
align with chosen risk responses. 
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The Risk Management Plan The Project Plan

The Risk Response Plan

Defines the risk management methods to be used.
Defineshow the project objectives will be accomplished.

Defines the steps that will be taken to address project risk.

methods used to manage

updates incorporated back into
methods used to develop

gaps are identified and addressedrecommended updates to methods

recommendations to methods

 
Figure 7.5 – The interaction of the project plan, the risk management plan, and the risk response plan 
Product and Technical Documentation 
Additionally, any product and technical documentation should reflect approved risk 
responses.  For example, changes in scope would show in technical documentation as 
changes to product requirements or perhaps removal of particular functionality.  
The Risk Response Planning Worksheet in Appendix B at the back of this course guide 
provides a checklist for the project manager as he considers each response plan within 
submitted.  
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Review Questions  
The following review questions will assist you developing comprehension of the material 
contained in this course chapter.  Answer the following questions in a separate notebook.  
1. Define Risk Response Development.   
2. Provide three examples of threat avoidance.   
3. What is a risk transfer?  
4. Does transfer remove the risk from the project?   
5. Define risk mitigation.   
6. Is a contingency plans defined within the concept of mitigation?   
7. What type of plan is partially proactive and partially reactive?   
8. What is a resource reserve?   
9. What are the two types of monetary reserves?   
10. Ideally, how should schedule reserves be incorporated?   
11. Define the student syndrome.   
12. Define Parkinson’s Law.   
13. What are fallback plans?   
14. What happens with risks that are passively accepted?   
15. What are the five methods for responding to opportunities?   
16. What is residual risk?   
17. What is a secondary risk?   
18. What four steps occur in when preparing response plans?   
19. What five factors should be used to evaluate a risk response?   
20. What two types of updates should occur after response plans have been 

documented?   
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Case Study 
The following case study will assist you in application of the material contained in this 
module.  Following the case reading, complete the corresponding questions.   
Mani was completing the initial draft of his risk register for the project.  He’d added all the 
identified risks and assessment and was finishing up the developed risk responses.  One 
of his team members, Rob, stopped by his office.  
“Hi, Mani, I was wondering what you were doing for lunch.  I thought we could talk a little 
bit about the project.” 
“Yes, I would like to do that, Rob,” Mani responded.   “I just finished the risk response 
plan.  It would be great if you could look it over with me before I send it out to everyone.” 
Rob looked confused.  “Did you send out an email about developing the risk plan?  Did I 
miss putting that on my list of action items?” 
“No,” Mani replied.  “I know everyone is really busy, so I just went ahead and developed 
the risk plan for the team.  I plan on letting everyone look it over before we incorporate 
the responses into the project plan.” 
 
What is wrong with the project manager’s actions above? 
 
 
What would you do differently? 
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Module 8 – The Monitoring & Management of 
Project Risk 

Risk Management Planning
Risk Identification

Risk Assessment

Risk Response Development
Risk Monitoring & Management

 
Figure 8.1 – Risk Monitoring & Management and the Risk Processes 

Risk Monitoring & Management Defined 
The monitoring and management of risk is the process of ensuring that the response 
plans are being implemented as required, evaluating their effectiveness, and making 
alterations to responses when it is appropriate.  Because the project is constantly 
experiencing change, monitoring & management is an ongoing activity of measuring and 
adapting to its ever-changing environment. 
The typical activities included in risk monitoring & management which are important for 
the project manager to lead include: 
1. Review response plans to make sure they are implemented correctly and are 

effective. The project manager needs to ensure that the responses that have been 
previously defined are being implemented and are working effectively.  Much of this 
involves regular discussions with risk owners and should be a regular part of status 
reports or updates at status meetings.  When risk monitoring and management is a 
regular part of every status then it is less likely that the activity will fall to the side. 

2. Ensure that the risk management plan is correctly being executed – in other 
words, that the plan is being utilized. It is the responsibility of the project manager 
to ensure that the RMP is being carried out.  And, if it is not then he must re-focus the 
team on utilizing the process.  In the event that the process in the RMP hinders the 
team’s true ability to manage risk then the RMP should be updated with a process 
more suitable for the project. 

3. Validate that the other processes covered previously – identification, 
assessment, and response development – are occurring iteratively and that 
this information is updated into documentation. As mentioned numerous times 
throughout this course, risk planning is not a one-time event.  It must occur 
continually over the course of the project as things are always ever-changing.  At any 
point where a new deliverable, change request, process, vendor, requirement, 
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regulation, resource, and/or stakeholder are introduced – risk must be considered.  
Beyond this ad-hoc consideration of risk, it must also occur at established points in 
the project as defined in the RMP.  If the RMP’s established points are found to be 
spread too far apart, then update the RMP so that risk is being considered.  Again, 
the identification and assessment of new risk can be a regular component of status 
reporting. 

4. Implement contingencies and fallback plans at the point of risk actualizations. 
Work together with risk owners to stay abreast of the coming of risk actualizations 
and ensure that contingencies are available and utilized at the point that they are 
needed. 

5. Track risk actualizations against the issue register.  Most organizations utilize an 
issues register in order to track current problems that must be solved.  The reality is 
that every item on an issue register was a risk at one point in time.  The question a 
project manager must ask is – was the defined issue previously identified on the risk 
register or not?  If so, then there should be a tracking mechanism so that recorded 
risks and recorded issues can be linked.  This is invaluable in lessons learned 
because a simple query of both registers gives a good indication of the risks that the 
team was able to predict and which problems they were not able to predict.  A tool for 
this, Risk Issue Tracking Template - is shown in Appendix C at the back of this 
course guide  

6. Ensure that lessons learned and archival is occurring.   Lessons learned should 
be incorporating lessons learned as it relates to risk management, and this 
information should be archived.  An example of lessons learned might be that a 
project team notices a trend that a particular deliverable’s cost estimates are 
consistently falling outside of defined ranges.  This might help to forecast remaining 
costs for that deliverable going forward.  A tool for this – Lessons Learned Template 
– is available in Appendix C at the back of this course guide. 

The Softer Side of Risk Monitoring and Management 
Beyond the procedural matters that must occur, the project manager has another 
important role to play in the monitoring and management of risk. 
Projects are made up of people, and so a primary job for any project manager is to 
manage risk as it relates to the stakeholders in his project.  This includes not only 
assuring that they are.  It goes much deeper than this.  A project manager has the 
primary responsibility to establish trust and confidence among the various stakeholders 
that are involved in the initiative.   
Sometimes this means that a project manager is really managing communication and 
public relations.  It is his job to make sure that everyone knows what is going on and what 
is expected. 
In fact, it can be a good idea to discuss with clients and sponsors up front that every 
project has its share of challenges.  And, a risk management program is designed to limit 
– not completely remove – challenge.   
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Humans intuitively understand that with everything in life comes some amount of risk.  
Personally, each individual makes choices everyday based upon the notion of risk versus 
reward.  And, your own decision-makers are well aware of this.  When discussing risk 
with stakeholders make sure they understand that you take seriously your responsibility  
to inform them that problems will occur, and when they do that they will be kept in the 
loop how those problems are being addressed.  Make sure that they understand how 
often they can expect communication from you with regard to risks and issues.  The 
worst risk you face personally as a project manager isn’t one that your team identified on 
a risk register.  Your biggest personal risk is that your client and/or sponsorship will lose 
trust in your ability to actively manage risk for their project. 
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Review Questions  
The following review questions will assist you developing comprehension of the material 
contained in this course chapter.  Answer the following questions in a separate notebook.  

1. Define Risk Monitoring & Management.   
2. Name six typical activities in monitoring & management of risk.   
3. What is an effective way to ensure that response plans are being regularly 

reviewed and new risks are being identified and assessed?   
4. What should the project manager do when the RMP is hindering the project 

team?  
5. Why should a risk be tracked to an issue?   
6. What is meant be the statement that a project manager’s primary job in risk 

monitoring & management is communication and public relations?   
7. What is a project manager’s greatest personal risk on any project?   
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Case Study 
The following case study will assist you in application of the material contained in this 
module.  Following the case reading, complete the corresponding questions.   
Mario was frustrated.  His project had been proceeding just fine.  But, his client had just 
recently entered into user acceptance testing.  And, they were finding software defect left 
and right.  The individual who was leading the UAT for the client was clearly unhappy that 
the software was not working as it was supposed to and had even had the nerve to call 
Mario and his team incompetent to the client’s product manager and his own sponsor.   
Earlier in the project’s timeline the project team had made the decision to parallel the 
UAT with some of the internal system testing that the project team was conducting.  A 
risk had been identified early on that the systems team and the UAT team were likely to 
find common defects, but the team had felt that the duplications would be manageable 
since this type of schedule fast tracking was a common practice for them.  Mario had 
documented the risk and had communicated it to the client early on.   
The client was completely frustrated even though Mario had explained that it wasn’t a big 
risk to the success of the project.  And, now, the client was requesting daily 
teleconferences to get updates from the UAT lead with him, his lead system tester, and 
his sponsor on the line so that the problems could be resolved as quickly as possible.  
These daily phone calls were most likely going to delay progress as it would keep both 
testers away from their work.  Mario wasn’t sure how he was going to respond. 
 
What did Mario do or not do that caused problems in this scenario? 
 
 
What do you believe that Mario should do now? 
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Module 9 – Conclusion 
Risk management is as much an art as it is a science.  Project managers find that 
beginning with a good plan for risk management and a sound methodology is only the 
beginning of his or her education in risk management.  With time and experience comes 
the understanding that risk management is not a one-size-fits-all method.  Factors such 
as the project environment, the larger organization, the marketplace, the community, and 
– always – people will influence the effectiveness of any process or procedure put into 
place.  So, be adaptable. 
Effective risk management also means being willing to have a plan and to work that plan 
even when chaos finds its way into the initiative.  Too many projects ditch their risk plans 
and start trying to manage problems as if they are fire-fighters.  And, unfortunately, some 
organizations reward the behavior of the fire-fighter and not the proactive risk manager.  
Your decision to utilize risk management methods must be a commitment to the success 
of your project and client.  Do not implement risk management for its own sake.  Do it 
because it is the right thing to do to protect the investment of your customer.  In the end, 
risk management is designed to serve their interests. So, be committed. 
These two things; 

1. commitment to process as a protection to the customer, and  
2. adaptation so that process doesn’t get in the way of the project work 

When considered together, will always help to put you on the road to a risk management 
methodology that will be useful and beneficial for all project stakeholders. 
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Appendix A – Risk Management Planning Tools and 
Templates 
RMP Stakeholder Identification Worksheet  
Purpose: The purpose of this worksheet is to identify the various stakeholders that may need to be part of the RMP development. 
Audience: Project Manager 

Key Decision-maker 
Stakeholders 

Delivery 
Stakeholders 

Receiving 
Stakeholders 

Subject Matter 
Experts Others 

Sponsorship – ultimate 
responsibility – an 
individual from the 

client organization and 
one from the delivering 

organization, at 
minimum. 

Project team leaders, 
key skilled team 

members, vendor 
representatives 

User group 
representative(s), 

Operations/Maintenance 
representative(s) 

SMEs who may not 
be formally assigned 

but who have 
experience. 

PMO representative, 
Process/Procedures 

representative, 
Regulatory, Legal, 
Influencers, etc. 
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Risk Management Process Determination Worksheet  
Purpose: The purpose of this worksheet is to score the project to determine where a formal, structured RMP may be needed. 
Audience: Project Manager, RMP Development Team 

 RMP Determinant Score Evaluation 

Project Priority – Score 1 to 5 
with 5 being the highest priority in 

the organization. 
 

Score of 4 or higher requires use of a formal, documented RMP that will include 
initial face-to-face risk identification and assessment meetings among delivery 
stakeholders as well as frequent communications to all key stakeholder groups.  
Global contingencies for time and dollars should be developed and approved by 
management. 

Number of Delivering Entities  
Score of 5 or more entities requires use of a formal, documented RMP that will 
include a structured process for frequent communications and a method for 
entities to easily report risks as they are identified.  Roles and responsibilities of 
each entity for risk management should be clearly documented. 

Number of Total Stakeholder 
Groups  

Score of 5 or more entities requires use of a formal, documented RMP that will 
include a structured process for frequent communications and a method for 
entities to easily report risks as they are identified.  Roles and responsibilities of 
each entity for risk management should be clearly documented. 

Stakeholder Comfort and 
Understanding of Risk 

Management – Score 1 to 5 with 
5 being the high 

skill/understanding 
 

Score of 3 or less requires use of a formal, documented RMP that will include 
detailed process and procedures for risk identification, risk assessment, and 
response development.  Risk monitoring and control measures should be 
detailed within the RMP document.  The RMP document should be easily 
accessible to stakeholders. 

Stakeholder Geographic 
Dispersal Yes/No 

A score of yes requires use of a formal, documented RMP that will include a 
process for risk response development as well as risk monitoring and control that 
does not require face-to-face meetings.  Time and money should be expended 
on face-to-face meetings only in cases where the project priority is 5. 

Political Influences – Score 1 to 
5 with 5 being significant political 
pressures upon the project that 

would cause it to fail 
 

Score of 3 or higher requires use of a formal, documented RMP that will include 
a method for regular communications and meetings with sponsorship and/or 
client. 

Time/Budget Constraints Yes/No 
A score of yes requires use of a formal, documented RMP that will include a 
process for risk response development as well as risk monitoring and control that 
does not require face-to-face meetings or a significant investment of resource 
time.  The project manager should meet with sponsorship about expending time 
and money on face-to-face meetings only in cases where the project priority is 5. 

Uniqueness of project - Score 1 
to 5 with 5 being that the 

deliverables of this project have 
never been previously developed 
by the entities currently involved 

in the project. 

 
Score of 4 or higher requires use of a formal, documented RMP that will include 
initial face-to-face risk identification and assessment meetings among delivery 
stakeholders as well as frequent communications to all key stakeholder groups.  
Global contingencies for time and dollars should be developed and approved by 
management. 

Note: This worksheet should be used as an initial heuristic for RMP development.  The project manager should always rely on his or her judgment as 
the final determinant of what process will best serve the interests of the project and client. 
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Stakeholder Tolerance Worksheet 
Purpose: The purpose of this worksheet is to assist the project manager in collecting his thoughts about the project’s stakeholders 
and how they may influence the success of a risk management processes. 
Audience: Project Manager 

Stakeholder Sensitivity to 
Time Factors 

Sensitivity to 
Monetary 
Factors 

Sensitivity to 
Quality 
Factors 

Sensitivity to 
Working with 
Other Project 
Stakeholders 

Positive / 
Negative 

Opinion of 
Project 

Other Notes 

Identify the project 
stakeholders below. 

Score Low, 
Neutral, High, 
or Unknown 

Score Low, 
Neutral, High, 
or Unknown 

Score Low, 
Neutral, High, 
or Unknown 

Score Low, 
Neutral, High, 
or Unknown 

Score 
Positive or 
Negative 
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Risk Management Plan Template 
Purpose: The purpose of this document is to detail how risk management will be conducted and coordinated on a project initiative. 
Audience:  Project Manager, RMP Development Team, Sponsorship, Management, Project Team 
 

RISK MANAGEMENT PLAN  
FOR <PROJECT NAME> 

 
 
 
 
 
 
 
 
 
DATED <MM/DD/YYYY> 
CURRENT VERSION: <VERSION NUMBER> 



Mastering Project Risk 
Appendix 

www.prodevia.com 
 124

 
TABLE OF CONTENTS 
 
1 RISK MANAGEMENT PLAN VERSION CONTROL  
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1 RISK MANAGEMENT PLAN VERSION CONTROL 
This document is managed through version control.  The initiating version of this document was 
developed and approved: 

Version Number: 1.0 
Initiating Document Creator: <author name> 

Date Created <mm/dd/yyyy> 
Date Approved <mm/dd/yyyy> 

Approved by:  
 
The revision history of this risk management plan is as follows: 

Revised 
Version 
Number 

Revision 
Author 

Date Revised Date Approved Approved by Reason for 
Revision 

1.1 <author 
name> 

<mm/dd/yyyy> <mm/dd/yyyy> <name> <reason> 
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2 PURPOSE OF THE RISK MANAGEMENT PLAN 
Project risk is defined as a potential event that can influence the outcome of a project solution in either 
positive way (opportunity) or a negative one (threat).  Risk management is the project management 
process of ensuring that opportunities are maximized and threats are minimized to the best advantage of 
the project client.  The risk management plan defines the process which risks will be: 

 Identified 
 Assessed & prioritized 
 Responded to, and 
 Monitored & managed. 

These activities are started within the planning of the project and continue iteratively throughout the life of 
the project. 
Included in this risk management plan are the particular methods that will be used to carry out the 
activities above, the tools and templates that will b e used, and the approvals required. 
This document was created by <project manager> in cooperation with the following stakeholders: 

Stakeholder Name Role in Project 
<Stakeholder Name> <Stakeholder Name> 
<Stakeholder Name> <Stakeholder Name> 
<Stakeholder Name> <Stakeholder Name> 
<Stakeholder Name> <Stakeholder Name> 

  
 
This document is intended for use by the project manager, the project team, and other necessary project 
stakeholders. 
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3 THE PROCESS OF RISK MANAGEMENT  
The project manager will lead the process of ensuring that risks are identified, assessed, prioritized, 
appropriately responded to, and managed throughout the project’s life.  He will be the owner of the risk 
register and be expected to keep, disseminate, and manage it.   
For Project <Project Name>, the focus of the risk management process will be on threat management.  
Together with the team, the project manager will ensure that the following activities occur: 
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3.1 Risk Identification 
Risk identification is defined as the process of determining potential events that will have an impact upon 
the project’s objectives.  The project manager will ensure that risk identification will occur inclusive of the 
project team, relevant subject matter experts, sponsorship, and the client. 
Primarily defined by the project team with the project manager, the team will brainstorm the potential 
events that may impact the project, positive and negative.  The following items that can be used to 
identify risks: 

• The project plan – charter, work breakdown structure, schedule estimates, and other planning 
documentation 

• The business case 
• Assumptions 
• Constraints 
• Issue Registers from previous, similar projects. 
• Risk Categories – Scope, time, cost, quality/technical, resource, vendor, mother nature, 

organizational, regulatory, other 
Utilizing the Risk Identification Brainstorm Cards (see Appendix B) to complete this activity, the project 
team will document threats, negative risk, to the project.  Threats will be documented in the Risk Register 
(See Appendix B).  The following items will be identified: 

 A detailed list of risk events 
 A narrative of the consequence(s) of the risk should it occur 
 Trigger points for the risk events, where possible 
 A defined risk originator 

Any defined opportunities will be documented to the Opportunity Log.   
Risk identification will be a continuing activity in the project.  Newly identified risks will continue to be 
submitted as a part of the standard status reporting. 
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3.2 Risk Assessment 
Risk assessment is the process of determining the probability and the impact of each risk event for the 
purpose of prioritizing risks for response development.  Risk assessment for <Project Name> will be 
performed using a Qualitative Assessment method.   
The project manager, team, and other stakeholders as determined by the project manager will individually 
assess the risks they have defined using the following defined measures: 

Defined Measures for Risk Event Impact(s)
This risk, if actualized, creates…

…less than a week delay to the critical path. …one to three weeks delay to the critical path. …four or greater weeks delay to critical path. Time
…less than 5% increase to budgeted cost of work scheduled. …5 – 15% increase to budgeted cost of work scheduled. …greater than 15% increase to the budgeted cost of work scheduled. Cost
…reduced/poor product performance noticeable to support team but not to end user.

…product performance meets all critical charter objectives with some malfunctions noticeable to end user.
…product performance does not solve charter problem and/or meet project objectives. Performance

Low Medium High

Defined Measures for Risk Event Probability
The probability that this risk will actualize is…

…less than 25%. …between 25 and 50%. …greater than 50%.
Low Medium High

 
The assessments are compiled by the project manager and documented into the risk register.  This 
information is then disseminated to stakeholders for review.  If there is a disagreement regarding 
assessment for a risk, the project manager will work together with necessary parties to define an initial 
risk probability and impact to be documented into the risk register. 
Once the initial probability and impact is defined, the project manager will determine which risks are to be 
prioritized for response.  Prioritization will occur as follows: 

Score Response Requirement 

16 or higher Quantitative assessment should occur when data is present 
to do so.  Response options are required.  Sponsorship must 
approve.  Response is to be documented into the risk register 
and project plan. 

8 to 12 Response is to be chosen as that which is considerate of the 
client’s timeline and budget, where possible.  Response is to 
be documented into the risk register and project plan. 

Under 8 Accept – add as a watchlist item in the risk register. 
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To score each risk the project manager will utilize the chart below: 

Impact

Pro
bab

ility

Low1 Medium4 High8

High3 HL3 HM12 HH24

Medium2 ML2 MM8 MH16

Low1 LL1 LM4 LH8
 

All near-term and variable term risks within a scoring quadrant should be prioritized ahead of far-term 
risks. 
Utilizing the Risk Identification Brainstorm Cards (see Appendix B) to complete this activity, the project 
team will document probability and impact for each identified threat.  This information will be documented 
in the Risk Register.  The following items will be identified: 

• An initial probability score – remains static for the rest of the project 
• An initial impact score – remains static for the rest of the project  
• An initial, combined risk score (probability and impact combined) – remains static for the rest of 

the project  
• Timeframe for risk event 
• A defined risk owner – the individual who will be responsible for developing response plans, if 

required, or who will watch the risk, if it is below the threshold for response. 
Risk assessment will be a continuing activity in the project.  Newly identified risks will be assessed 
and submitted as a part of the standard status reporting. 
Risk re-assessments will occur at the end of each phase of the project.  Risk re-assessment will add 
the following items to the risk register: 
• Current probability score – a dynamic score that changes as update milestones occur 
• Current impact score – a dynamic score that changes as update milestones occur 
• Current, combined risk score – a dynamic score that changes as update milestones occur 

Quantitative analysis should be performed on all risks that have a risk score of 24 and where probability 
and impact data is available.  This information will be presented to the sponsorship in order to determine 
the best next steps. 



Mastering Project Risk 
Appendix 

www.prodevia.com 
 131

3.3 Risk Response Development 
Risks that score an 8 or above will be required to have a chosen response, where one is available.  All 
responses must be: 

• Supported through agreement – The project manager, owners, decision-makers agree that the 
recommendation(s) are correct for the project’s objectives. 

• Timely – The response considers the timing of the risk, if actualized.   
• Realistic – Within the context of the project and the larger organization, the response is 

technically achievable. 
• Owned – The response plan for the risk is accounted for by one responsible individual who is 

best suited to do so (this does not mean the project manager, but the individual who has 
the greatest expertise). 

• Necessary expense –The response is considerate of the time and resources required to 
implement given customer and stakeholder needs. 

• Germane – The response is an appropriate, pertinent, and a relevant response to the risk in 
question 

The following ways in which the project can respond to a threat include: 
• Avoid 
• Transfer 
• Mitigate 
• Actively accept through contingency planning 
• Passively accept 

The project team will not be required to document response plans for opportunities.  All opportunities 
should be submitted to sponsorship to determine how the project team should or should not proceed. 
The following items should be documented into the risk register for risk response development: 

• Response strategy(ies) utilized 
• Detailed description of the chosen response(s) 
• Completion of any fields of data not already completed from previous processes 
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3.4 Risk Monitoring and Management 
The process of risk monitoring and management are the activities that are required in order to: 

• Ensure that this Risk Management Plan is being properly executed 
• Actively ensure that risk responses are being implemented as needed 
• Watching all risks, including low-priority risks, to see if the threat they contain is growing 
• Evaluating any project changes for the potential risk impacts 
• Iteratively performing identification, assessment, and response planning at end-of-phase 

intervals 
• Reviewing each status report for risk 
• Implement contingency and fallback plans at the point of risk actualization 
• Track risk actualization on the project’s issue register 
• Ensure that risks are being documented into lessons learned for the project and that this data is 

being archived to the PMO. 
Stakeholder Roles and Responsibilities 
The Project Manager will: 
 Ensure that all risk response plans are documented into the risk register and appropriately 

incorporated into the project plan.    Incorporate schedule and budget contingencies into the project plan globally, utilizing 
contingency as needed, during work execution.  Ensure that the RMP is utilized during the life of the project   Work with risk owners to ensure that risks are being managed as well as review all status 
reports for risks  Regularly communicating risk and the impacts of such to sponsorship and client 

 Communicate with sponsorship and the client providing them current risk status of the  
project  Assisting sponsor and client in understanding how issues (once risks) are being managed 

 Seek approvals for reserves when higher level approvals are required 
Each Risk Owner will: 
 Watch and re-assess all risks that they are responsible for  Report changes to existing risks as well as identify and assess new risks at each reporting 

period  Participate in each formal risk planning session at the end of each phase 
The Project Sponsor will: 
 Stay involved with the project manager to understand the project’s current risk profile  Approve/reject reserve requests, as appropriate  Ensure that risk response plans are in alignment with the project’s overall business strategy  Approve the initial management reserve of five percent of the project budget to be held in 

case of unknown-unknown threats and will be released to the project, as needed, with 
sponsor approval. 
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4 RISK MANAGEMENT PLAN APPROVAL 
The following individuals, by signing below, acknowledge they approve the Risk Management Plan for 
use in Project <Project Name>.   
Any updates or revisions to this document must be executed through the project manager and approved 
by sponsorship. 

Name  
Organizational Title  

Project Role  
Signature  

Date  
 

Name  
Organizational Title  

Project Role  
Signature  

Date  
 

Name  
Organizational Title  

Project Role  
Signature  

Date  
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Appendix B – Risk Response Planning Tools and 
Templates 
Risk Identification Checklist 
Purpose: The purpose of this tool is to assist project participants in quickly identifying project risks. 
Audience:  Project Manager, Project Team 
 

1. Resources 
 a. Poor staff availability 
 b. Unavailable skill-sets 
 c. Lack of number of needed resources 
 d. Lack of commitment/positive attitude toward project 
 e. Partially allocated resources / over-committed resources to other projects 
 f. Over-confidence 
 g. Lack of training for the job at hand 
 h. Turnover impacting continuity of project 
 <insert additional risk here> 
 <insert additional risk here> 
2. Estimation and Planning 
 a. Estimates for time/cost incomplete or inaccurate 
 b. Schedule or budget is incorrect or lacking important direct or supporting activities 
 c. Lack of commitment/agreement to estimates 
 d. Content is not achievable given current expectations for time and/or budget 
 e. Work effort does not match the expected work product 
 f. Has adequate ramp up time been provided for staffing the effort and for the staff to come 

up to speed on the project? 
 g. Is the budgeted cost schedule possible given current resource availability? 
 h. The schedule dependencies are not properly defined 
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 i. Impacted stakeholder groups and the corresponding plan interdependencies are not well-

defined 
 j. Requirements are not well-documented, clear, and/or understandable 
 k. Scope/requirements are not stable 
 <insert additional risk here> 
 <insert additional risk here> 
3.  Vendor 
 a. Lack of skilled vendors to outsource 
 b. Vendor has history of late delivery 
 c. Vendor has history of poor quality/performance 
 d. Vendor has history of cost-overruns 
 e. Vendor has history of not meeting contract obligations which have led to mediation or 

legal action 
 <insert additional risk here> 
 <insert additional risk here> 
4. Technical 
 a. Products are not readily available to support functionality. 
 b. Data storage not well-defined. 
 a. Capacity not well-defined. 
 b. Data throughput not well-defined. 
 <insert additional risk here> 
 <insert additional risk here> 

Are there additional comments/insights that you would like to address so that this project can be 
successful? 
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Risk Identification Questionnaire/Interview Worksheet 
Purpose: The purpose of this tool is to ask open-ended questions to project participants about risks for the project effort.  This 
document can be used as a distributed questionnaire or as an interview tool. 
Audience:  Project Manager or Risk Interviewer, Project Participant 

Date of interview:  

Interviewee:  

Interview conducted by:  

 
1. What risk threats are you presently concerned about for this project? 
 
 
 
2. What opportunities do you see that this project could provide that is above and beyond the present 

objectives? 
 
 
 
3. Looking over the risk categories established for this project, do you see that there are any risk 

categories that have not been considered and should be? 
 
 
 
Additional Comments 
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Risk Identification Brainstorm Card 
Purpose: The purpose of this tool is to provide a method for project stakeholders to quickly, individually document risk identification 
and assessment specifics. 
Audience:  Project Manager, Project Team, Others as deemed appropriate by the Project Manager 

Risk ID: Risk Category:   
Scope  Time  Cost  Quality /Technical  Resource  Vendor  Mother Nature 
Organizational  Regulatory  Other_______________________________________ 

Timing of Actualization: 
Near    Mid      Far    OAT 

Mapped to WBS ID(s): 

Root Cause(s): Due to… 

Risk Event: The risk of… 

Consequence(s): The impact of which is… 

Trigger(s): Originator: 

 
Risk ID:  

Probability 
Score 

 

Impact Score  

Combined Risk 
Score 

 

Owner: Above Threshold? 
 Yes    No 

Potential Responses: 

Ris
k C

ard
, F

ron
t S

ide
 

Ris
k C

ard
, B

ack
 Si

de 
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Mind Mapping Example 
Purpose: The purpose of this tool is to demonstrate how risks can be visually recorded during a risk identification session. 
Audience:  Project Manager, Project Team 
 

Project AlphaRisks TechnicalVendor

Poli
tica
l

Sco
pe

Project manager is only partially allocated.
Resource re-allocations are a common practice.

HW Vendor has history of late delivery.
Contract not finalized.

The required technology is new and untested.
Teams lack training in technology.

Weather could delay installation.

Scope is not finalized.

Charter’s funding not sufficient.

The client’s deadline cannot currently be met.
Estimates are being created with limited information about requirements.

Company is merging with a current competitor.
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SWOT Analysis Template 
Purpose: The purpose of this tool is to detail how strengths, weaknesses, opportunities, and threats can be recorded in a risk 
identification session. 
Audience:  Project Manager, Project Team 
Directions: 
Step 1 – List the project’s/organization’s strengths. 
Step 2 – List the project’s/organization’s weaknesses. 
Step 3 – List the opportunities that the project’s strengths may create for the team. 
Step 4 – List the threats that the project’s weaknesses may create for the team. 

Strengths Weaknesses 

Opportunities Threats 

 



Mastering Project Risk 
Appendix 

www.prodevia.com 
 140

Qualitative Risk Analysis Scoring Grid 
Purpose: The purpose of this tool is to detail the way in which risks will be scored for risk assessment 
Audience:  Project Manager, Project Team, Project Stakeholders as deemed necessary by PM 

Impact
Pro

bab
ility

Low1 Medium4 High8

High3 HL3 HM12 HH24

Medium2 ML2 MM8 MH16

Low1 LL1 LM4 LH8
 

Defining Measures 

Defined Measures for Risk Event Impact(s)
This risk, if actualized, creates…

…less than a week delay to the critical path. …one to three weeks delay to the critical path. …four or greater weeks delay to critical path. Time
…less than 5% increase to budgeted cost of work scheduled. …5 – 15% increase to budgeted cost of work scheduled. …greater than 15% increase to the budgeted cost of work scheduled. Cost
…reduced/poor product performance noticeable to support team but not to end user.

…product performance meets all critical charter objectives with some malfunctions noticeable to end user.
…product performance does not solve charter problem and/or meet project objectives. Performance

Low Medium High

Defined Measures for Risk Event Probability
The probability that this risk will actualize is…

…less than 25%. …between 25 and 50%. …greater than 50%.
Low Medium High
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Risk Planning Session Agenda 
Purpose: The purpose of this tool is to define the timing, goals, participants, and activities of a project’s risk planning session.  
Audience:  Project Manager, Project Team, Invited Attendees 

Project <Project Name>; <Project ID> Project Manager: <Name> 

Meeting Logistics <Date; Time> 

 Location: <Conference room or off-site location> 

 Dial-in Number and/or Internet Meeting Address: <Dial-in Number>; <Online address> 

 Access Code(s): <Access Code> 

 Facilitator: <Name> 

Meeting Purpose Conduct the initial risk register for <Project Name > 

 In Scope: Develop initial data set for risk ID and assessment filed of the risk register (Columns A – G)  

 Out of Scope: Risk response planning (to be completed by team after meeting is adjourned) 

Meeting Agenda 

Time Activity Led By Read & Review Ahead Items 

5m Agenda Review and Meeting Purpose <Project Manager> Agenda 

15m Overview of the Project <Project Manager> Project Charter, WBS 

45m Risk Identification <Facilitator> Project Charter, WBS, Assumptions List, RMP, Risk 
Categories, Current Estimates 

15m Stretch Break 

45m Qualitative Risk Assessment <Facilitator> RMP, Risk Scoring Model, Defined Measures, 
Thresholds 

15m Wrap Up & Next Steps <Project Manager> Risk register template 

2.5 hrs 

Participants 
<List of individuals attending meeting – a meeting of greater than 10 participants should have sub-

groups> 
 

 

RSVP & Questions Please RSVP by <Date>.  Your RSVP and all questions should be directed to <Name> at <Contact 
Information>. 
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Risk Response Planning Worksheet 
Purpose: The purpose of this tool is assist the project manager in making sure that risk responses have been properly developed, 
evaluated, and documented. 
Audience:  Project Manager 

Developed 
 Item Project Manager Notes 
   
   
   
   

Evaluated 
All risks for the project are… 

 Item Project Manager Notes 

 Supported through agreement – project 
manager, owners, decision-makers 

 

 Timely – considers the timing of when the risk 
might actualize 

 

 Realistic – within the context of the project, the 
response is technically achievable 

 

 
Owned – accounted for by one responsible 
individual who is best suited to do so (this does 
not mean the project manager, but the 
individual who has the greatest expertise) 

 

 
Necessary Expense – response is considerate 
of time and resources required to implement 
given customer and stakeholder need 

 

 Germane – appropriate, pertinent, and a 
relevant response to the risk in question 
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Risk Response Planning Worksheet (continued) 
Documented 

The following items have been completed… 
 Item Project Manager Notes 
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Risk Register 
Purpose: The purpose of this tool is to detail the risks, their assessments, owners, and response strategies. 
Audience:  Project Manager, Project Team, Project Stakeholders as deemed necessary by PM 

Risk ID Date of 
Definition 

Risk Title Detailed Risk 
Event 

Initial Probability Initial 
Impact 

Initial Risk 
Score 

Timeframe Triggers Current Probability Current 
Impact 

Current 
Risk 

Score 
Risk 

Owner 
Response 
Strategy 

Response 
Plan 

 
 

 
This risk the 

impact of 
which is… 

(L,M,H) (L,M,H) Probability X 
Impact 

Near-term, Far-
term, Variable 

Term  
(L,M,H) (L,M,H) Probability 

X Impact 
 Avoid, Accept, 

Transfer, 
Mitigate, 

Contingency 

If passive 
acceptance, 

define as 
“watchlist” 

<Rn> <date> <Short 
description 

for Risk 
#Rn> 

<Long 
description for 

Risk #Rn> 
<L, M, H> <L, M, H> <Risk Score> <N, F, V> <Trigger 

event> 
<L, M, H> <L, M, 

H> 
<Risk 

Score> 
<Team 

member
> 

<Strategy(s)> <Detailed 
description of 
strategy for 
risk # Rn> 
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Opportunity Log 
Purpose: The purpose of this tool is to detail the opportunity risks that the project team identifies during project planning and throughout the life of the project. 
Audience:  Project Manager, Project Team, Project Stakeholders as deemed necessary by PM 
Opportunity 

ID 
Date of 

Definition 
Opportunity 

Title 
Opportunity 

Detailed 
Description 

Initial 
Probability 

Initial 
Impact 

Initial Opportunity Score Triggers Current 
Probability 

Current 
Impact 

Current 
Opportunity 

Score 
Owner Response 

Strategy 
Opportunity Plan 

   The 
opportunity the 
impact of which 

is… 

(L,M,H) (L,M,H) Probability X Impact  (L,M,H) (L,M,H) Probability X 
Impact 

 Exploit, 
Share, 

Enhance, 
Accept, 

Contingency 

 

<OPn> <date> <Short 
description 

of 
Opportunity 

#OPn> 

<Long 
description for 

Opportunity 
#OPn> 

<L, M, H> <L, M, 
H> 

<Risk Score> <Trigger 
event> 

<L, M, H> <L, M, H> <Score> <Team 
membe

r> 
<Strategy(s)> <Detailed description of 

strategy for Opportunity # 
OPn> 
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Appendix C – Risk Monitoring & Controlling Tools and Templates 
Issues Tracking Template 
Purpose: The purpose of this tool is to detail the issues in the project including identifying the Risk ID that corresponds to these events. 
Audience:  Project Manager, Project Team 

Issue # Issue Title Issue Description Date Reported Date Logged Date Needed Priority Reported By Correlates to Risk ID Owner Assigned Status Current Actions 
Date 

Closed / Cancelled 

            L, M, H       Open, 
Closed, Cancelled 

 
  

<IS1> <Short description for Issue #IS1> <Long description for Issue #IS1> <date> <date> <date> <L,M,H> <stakeholder name> <Rn> <team member> <O, Cl, Can> <Define current actions> 
<date> 
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Lessons Learned for Risk Management 
Purpose: The purpose of this tool is to document lessons and trends the project has experienced in risk management. 
Audience:  Project Manager, Project Team 
 
What lessons has the team learned regarding the use of the Risk Management Plan? 
 
 
 
 
 

 
What lessons or trends have been found in regards to the following risk categories? 

Cost Estimates  
Scheduling Estimates  

Resources  
Vendor  

Acts of God  
Technical  

Project Change  
Political  

Organizational  
Marketplace  

Regulatory  
Other  
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Suggested Answer Key 
Module 1 – Introduction to Project Risk 
Review Questions 

1. What is a risk? A risk is a future event that could happen having a probability less than 100% 
and that will have some consequence upon one’s current expectations. 

2. Define Knowns and Unknowns as they relate to risk management.  Knowns are the 
certainties of life and occur in limited fashion.  Unknowns are risks and can be broken down into 
known-unknowns (anticipated risk) and unknown-unknowns (unanticipated risk). 

3. Explain how Threats and Opportunities are both risks.  Those potential events that would 
cause harm to a project are called threats – negative circumstances.  Those potential events that 
would benefit a project are called opportunities – positive circumstances. 

4. What is the difference between Business Risk and Project Risk?  What is the project 
manager’s responsibility to each?  Business risk is the uncertainty that a project’s end result 
will bring to the client organization.  Project risks are those things that will cause uncertainty 
around delivering upon the triple constraints.  Project managers are always responsible for 
project risks.  Project managers are not directly accountable for business risks (clients and/or 
sponsors are) they must consider the business risks as they advise upper-level stakeholders 
about projects. 

5. What three ways do we address risk management in projects? (1) Development and 
execution of a project plan, (2) the development and execution of a risk management plan, and 
(3) the development and execution of a risk response plan. 

6. How is a risk management plan different from a risk response plan? A risk management 
plan defines the process by which risk will be managed in the project.  A risk response plan 
(using the process defined in the risk management plan) defines the specific strategies that will 
be used to manage risk for the project. 

7. Name three benefits of risk management for the client. (1) Better information is made 
available to make decisions, (2) Time and money will not be wasted on an initiative that provides 
more threat than business opportunity, and (3) A more objective focus on the realities of risk-
taking with less finger-pointing and more problem-solving. 

8. Name at least four benefits of risk management for the project manager and team.  (1) A 
better understanding of the project plan, (2) increased confidence that objectives are aggressive, 
but realistic and achievable, (3) improved communication with stakeholders, (4) informed decision 
making, (5) proactive management of potential problems instead of management by crisis, and 
(6) reduced stress because less fire-fighting is occurring. 
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Module 2 – The Human Psychology of Uncertainty 
Review Questions 

1. What is risk tolerance?  Risk tolerance is the level of risk that an individual is willing to accept. 
2. What is meant by the statement that when looking at a person’s level of risk tolerance one 

must consider the lens through which he is looking?  An individual may be both risk averse 
in one area (such as time) and very risk tolerant in another (such as money).  The reality is that 
one person can be considered both risk tolerant and risk averse depending upon the 
circumstances under consideration. 

3. Name at least five lenses through which a person may consider his or her risk tolerance. 
Time, money, technical, people, vendor, political, environmental. 

4. What is the influence of time, and how can it impact projects?  People tend to place greater 
significant on risks that are closer in time and placing less focus on far-term risks.  The prejudice 
toward near-term risk (and variable-term risk) means that people are likely to discount the true 
impacts of a risk that is further into the future and perhaps neglect its management.  Additionally, 
far-term risks may make it difficult to completely detail specifics. 

5. How can the past influence risk management?  An event that has happened in the past loses 
the crispness of the remembered impact on us as time proceeds.  This is why history often tends 
to repeat itself.  Time breeds complacency. 

6. What is meant by the statement that risks can be volatile?  Why is it important to consider 
the concept of risk volatility?  Risk probabilities and impacts can increase or decrease within 
the timeframe of the project as other circumstances change.  Because this is the case, a risk’s 
probability and impact assessment should be viewed as a snapshot of a moving target.  It must 
be reviewed during the course of the project, not just at the beginning. 

7. How is risk value personal? Everyone has a different measuring stick in regards to whether 
something is a low risk or a high risk. 

8. What is risk interdependency? Risks – once actualized – can have impacts upon the 
actualization of other risks. 

9. How can you address stakeholder concern that scarcity of time/money/resources make 
risk management impractical?  (1) Prepare a Risk Management Plan that is appropriate for the 
project, and (2) re-evaluate the Risk Management Plan during the project to make sure it is still 
appropriate. 

10. Is it true that risk (threat) management is a pessimistic activity?  Why or why not? No.  Risk 
management is a positive action that will assist stakeholders in being able to better rally behind a 
project and face project challenges.  These are not pessimistic steps, but proactive ones. 

11. What is Optimism Bias? A tendency toward overestimating the probability of positive events 
happening to an individual.  

12. What is Illusory Superiority?  A cognitive bias that suggests that people overestimate the 
degree to which they possess desirable abilities relative to others. 

13. What is the Valence Effect?  This effect refers to a person’s tendency to overestimate the 
likelihood of good events happening rather than bad things. 
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14. What is the False Consensus Effect?  This effect suggests that people will protect their way of 
thinking onto other people.   

15. What is the Bandwagon Effect?  This effect – sometimes called groupthink or herd mentality – 
is defined by people doing and believing things because many other people do and believe those 
same things. 

16. What is Pluralistic Ignorance? This is defined by a person who privately disagrees with but 
publicly supports a belief or decision. 

17. What is the advantage of a naysayer?  He or she can mitigate the bandwagon effect as well as 
pluralistic ignorance. 

18. Who must a project manager look at first when considering the effects of human 
psychology upon stakeholders?  Himself or herself. 

19. What important questions must a project manager consider when evaluating 
stakeholders? (1) Is this person working from fact or opinion, and am I able to differentiate 
between the two as I am talking to him or her, and (2) is this person emotionally charged around 
this subject, and if not, is this apathy? 

20. What was the purpose of this module? To familiarize the student with the human element that 
can impact the success or failure of a risk management process.  This module will provide a 
foundation to better understand why a risk methodology should be constructed in a certain 
manner as well as tailor it appropriately to the project and the people involved. 

Module 3 – The Risk Management Processes 
Review Questions 

1. What is the primary reason for implementing risk management processes within an 
initiative?  The primary reason for implementing risk management is to ensure that the client and 
their investment is protected as best as is possible 

2. What other advantages does a risk management method provide for the project?  Risk 
management processes allow a project manager and team to do a better job of considering the 
potentialities of projects.  Process gives stakeholders a vehicle for placing protections around 
project outcomes as well as giving the customer the information that they need to make better 
decisions as the project proceeds.   

3. What are the five standard processes of a risk management methodology?  Develop the risk 
management plan, Identify risk, assess risk, respond to risk, monitor and manage risk. 

4. What is a risk management plan?  A risk management plan is a document that proscribes the 
way in which risk management will be implemented in the project. 

5. What does the process of risk assessment allow project stakeholders to do?  Prioritize risk 
in order to better utilize scarce resource. 

6. What is the purpose of risk monitoring and management?  The purpose of risk monitoring 
and management is to ensure that the risk management plan and the risk response plan are 
working properly for the project. 
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Module 4 – The Risk Management Plan 
Review Questions 

1. What is a Risk Management Plan?  The RMP documents processes and procedures that 
specifies how the project methodology will be carried out.   

2. Is a Risk Management Plan also known as the Risk Response Plan?  No.  The Risk 
Response Plan documents how a project’s identified risk will be managed. 

3. When is the RMP started in the project’s life?  A RMP is usually begun very early in a project’s 
life, and its first iteration should be completed during early planning so that risk response planning 
can be carried out in a timely fashion. 

4. What stakeholders might be included in the development of a RMP?  Sponsorship, key 
project team members, SMEs, individuals who have organizational responsibility to ensure that 
processes are properly defined, as examples. 

5. What is the purpose of the Stakeholder Identification Worksheet?  Individuals who have 
organizational responsibility to ensure that processes are properly defined 

6. What elements must be considered when determining how much process to incorporate 
into a project’s RMP?  Project priority, number of delivering entities, total number of stakeholder 
groups, stakeholder understanding of risk management process, stakeholder location, politics, 
time and budget sensitivities, uniqueness of project effort. 

7. What is the purpose of the RMP Process Determination Worksheet?  Its purpose is to assist 
the project manager in considering the appropriate level of process to implement for a given 
project.   

8. What is the purpose of the RMP Stakeholder Tolerance Worksheet? Its purpose is to assist 
the project manager in considering the tolerances of those stakeholders who will be involved in 
the development of the RMP and/or the RRP.   

9. Name the common elements of a RMP.  Methodology, Tools and Templates, Risk Categories, 
Roles and Responsibilities, Budgeting, and Timing. 

10. Name five common risk categories.  Technical, regulatory, resource, estimating, vendor, 
mother nature, political, communication market…others. 

Case Study 
Ben should take some time with his sponsor to sit down and talk about why he believes that formal risk 
planning is so important for this initiative.  Beforehand, he should complete a RMP determination 
worksheet as well as take the time to evaluate the client’s tolerances for risk as well as his sponsor’s.   
Then, Ben should come up with his strategy to explain to Jim why he thinks that a formal risk process isn’t 
a luxury but a true necessity.  Jim should even bring with him some examples of where he believes risk 
management will be critical for the project plan’s success.  He could even pull issues logs from previous, 
similar initiatives as evidence of what happens when good risk management isn’t incorporated into the 
project.   
Ben may have to have more than one conversation with Jim in order to sell the idea, and Ben should 
definitely consider asking Janice for her support, and involvement, if necessary.  Like many things in 
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project management, a project manager must be a leader and a seller of ideas.  Relationship building and 
solid, regular communication will be critical in building trust. 

Module 5 – Risk Identification 
Review Questions 
1. Define the process of risk identification.  Risk Identification is the process of uncovering the 
potential threats and opportunities that may impact the project and documenting these potentialities so 
that decisions can be made that will best benefit the project and the client.   
2. What is used to define and document the process of risk identification?  The Risk Management 
Plan 
3. When does risk identification occur in the project?  Risk identification occurs throughout the life of 
the project.  (Did you say that risk identification occurs during planning?  While risk identification begins at 
the outset of project planning, it is a continual process that occurs in every phase or iteration of the 
project until its completion.) 
4. What is meant by the statement that risk identification is an ongoing mental pursuit for any 
competent project participant?  It is important to view the process of risk identification as an activity 
that should always be happening in the foreground of planning as well as in the background within the 
minds of the project manager and team.  A project participant should always be considering risk in each 
and every project activity. 
5. Risk identification is a proactive activity of looking for potential disaster and potential success. 
6. Who should participate in risk identification?  There will be many individuals that will participate in 
risk identification including the project manager as well as sponsorship, the client, project team members, 
SMEs, end users and maintainers, representatives from the PMO, and other individuals who have a direct 
stake in the outcome of the project or who have a skill set that can serve the interests of risk identification 
for the project.   
7. What items should be gathered for risk identification? 

 Management plans for the project such as the RMP as well as the Cost Management Plan and 
the Schedule Management Plan 

 The project work breakdown structure and the scope baseline document (often known as a 
Scope Statement) 

 Project estimates – cost data and schedule estimates for work effort and duration.  
 The list of project stakeholders 
 Any and all available project documentation that might be useful for risk identification – past and 

present 
 The environment in which the project is being undertaken 

8. Where are categories for risk identification defined?  Risk categories are defined in the RMP. 
9. What is a Risk Breakdown Structure?  The Risk Breakdown Structure, or RBS, is used to graphically 
define the risk categories documented in the Risk Management Plan. 
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10. Why are subsidiary management plans valuable for risk identification?  These plans provide 
some process overlap. 
11. How is a WBS useful for risk identification?  The WBS defines the deliverables of the project.  
Using the WBS together with risk categories is an efficient method to develop a robust list of risk events, 
and it is useful when the project is a unique one where a standard risk checklist may not be available or 
useful.  It is also a good method for keeping a team from being ‘stuck’ in a checklist of risk events and will 
encourage them to think outside of the box. 
12.  Why is it important to consider a project’s documented assumptions and constraints?  
Assumptions are those things that are confidently expected to be true and so are held to be true for the 
purposes of planning.  Of course, if they are invalid, then this creates risk.  Constraints impose limitations 
on the project and as such can threaten success (or perhaps even create unique opportunities).  
13. What three estimates should be reviewed in the project?  Cost, duration, and work effort 
estimates should be reviewed in risk identification. 
14. What type of project documentation can be useful for risk identification?  Current and archived 
documentation should be considered for risk identification.   
15. Why are issues’ logs useful for risk identification?  Every problem recorded on an issues log was 
a risk at one point in time.   
16. What two stakeholder lists should be reviewed during risk identification?  During risk 
identification, the RMP Stakeholder Identification Worksheet and the Stakeholder Tolerance Worksheet 
should be reviewed and updated. 
17. Give two examples of how a larger environment can impose itself on a project in terms of risk. 

 The national economy loses strength and threatens the business viability of the business 
solution that the project is developing. 

 A change of leadership within the government has brought new regulations to the industry 
that will create new requirements for the way that the project must be executed. 

 The client organization is bought out by another company and reorganizations are very likely. 
 New management is now leading your project organization and his priorities for the 

department are uncertain. 
 Key resource talent is stretched among many project initiatives as the company is ‘trying to 

do more with less’.  People are finding it difficult to stay productive under present conditions. 
 Most of your team members participated together on two other projects in the organization 

that were considered disasters.  These experiences have left these team members a bit 
jaded about your project. 

18. Name appropriate methods of risk identification for a low- to moderate- priority project. 
Appropriate methods include expert judgment and brainstorming using checklists, questionnaires, and/or 
interviews. 
19. What is a SWOT analysis?  The SWOT analysis is a method of risk identification where a 
project/organization’s strengths, weaknesses, opportunities, and threats are detailed. 
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20. What should be defined on the risk register at the conclusion of risk identification?  Risk 
identification results in the risk register populated with a detailed list of risk events, a narrative of the 
consequence(s) of the risks should they occur, trigger points for the risk events when it is possible to 
define them, and a defined risk originator. 
21. What is the difference between a business risk opportunity and a project risk opportunity? 
Business risk opportunities are those potential positive events identified by the project team that the 
business client may be able to leverage.  Project risk opportunities are potential positive events identified 
that the project team may be able to leverage to better deliver on the project’s objectives. 
22. How should opportunities be documented? Opportunities can be documented within the Risk 
Register or separately on an Opportunity Log. 
Case Study 
Chris should explain to the team that the risk will remain on the identification list as they are not currently 
assessing risk.  The eventual risk owner will most likely be the deliverable owner who is most impacted by 
the event, and so he or she will need to play a role in defining the priority of the risk.  When assessment is 
conducted it will then probably be necessary to research the business condition of the vendor further so 
that the team can make a final assessment.  What Chris wants to ensure at this time is that someone’s 
premature assessment doesn’t shut down the identification process as it is a quantity – not qualifying – 
activity. 

Module 6 – Risk Assessment 
Module Exercises 
Exercise 6.1 – Expected Monetary Value 
The cost of insurance, $1,250, is lower than the expected monetary value of the risk, $1,687.50.  
Therefore, it is advisable to take the insurance.  
Exercise 6.2 – Decision Tree 

DECISION
Which project should be chosen based on best return?

Project Alpha: Cost = $400K

Project Omega: Cost = $100K

What could happen?

What could happen?

60%  chance of high customer  sign-ups = $800K

40% chance of low customer sign-ups = $200K 

.6 X 800 =  $480K

.4 X 200 =  $80K

.9 x 300 = $270K

.1 x 150 = $15K

480 + 80 = 560

270 + 15 = 285

560 – 400 = $160K Profit

285 – 100 = $185K Profit

Project Delta: Cost = $125K What could happen?

.8 x 500 = $400K

.2 x 100 = $20K400 + 20 = 420
420 – 125 = $295K Profit

80%  chance of high customer  sign-ups = $500K

20% chance of low customer sign-ups = $100k 

90%  chance of high customer  sign-ups = $300K

10% chance of low customer sign-ups = $150K 
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Exercise 6.3 – PERT 
Please note: based on your own rounding, your numbers may be slightly different than the ones that appear in this spreadsheet 
below: 

Mean = (O+M+P)/3  Standard Deviation = (P-O)/3 

Deliverable O M P Mean 
Standard 
Deviation Variance 

Project 
Standard 
Deviation 

95% 
Confidence 

Equipment  $30,000   $30,000   $30,000   $  30,000   $              -     $                      -        
Software  $15,000   $17,000   $22,000   $  18,000   $    2,333   $  5,444,444      

Customizations  $  4,000   $  5,000   $  8,000   $     5,667   $    1,333   $  1,777,778      
Training  $  3,500   $  4,000   $  4,500   $     4,000   $         333   $      111,111      

Documentation  $  1,000   $  1,100   $  1,300   $     1,133   $         100   $         10,000      
         $  58,800     $  7,343,333   $    2,710   $       64,220  

Based upon the data above, the project would cost $64,220 with 95% confidence. 
Review Questions 
1. How is the process of risk assessment different from the process of risk identification?  Risk 
identification is a ‘quantity activity’ whereas risk assessment is a ‘qualifying activity’.  One is about 
brainstorming; the latter is about evaluating the results of the brainstorm. 
2. Define probability and impact.  Probability is the believed likelihood that a risk event will actualize on 
a project effort.  Impact is the level of consequence that a risk event will have upon a project should it 
actualize.   
3. Why is assessment and prioritization of risks so important for today’s’ project teams?  This 
process is important because teams rarely have the bandwidth to actively manage every risk – risk 
assessment helps to provide clarity as to where the team should focus its limited resources. 
4. What are the two methods for assessing risk?  Define each.  A qualitative assessment is – as the 
name suggests - a subjective measurement where project stakeholders use judgment and experience to 
measure a risk using a pre-defined scoring model.  A quantitative assessment is data driven where 
forecasts of the future are based on data compiled from the past.   
5. When should quantitative assessment be conducted?  Data is available for the risk including 
statistical data for probability as well as well-defined impacts, and the project is large enough and a high 
enough priority to the organization that the time and effort expended is worth the value that the analysis 
would provide. 
6. Is a numerical scoring model a stronger tool than a non-numerical model?  Explain.  Both 
models are equally strong.  Whether using a number (3) or a name (High), the risk is still valued 
subjectively. 
7. What are Defined Measures and why are they important?  Defined measures are definitions 
surrounding the scale levels in your risk scoring model and are used to reduce individual interpretation 
problems.   
8. What is a Threshold, and why is it important?  A threshold is defined as that score which will require 
response action by the project team.  The threshold ensures that a team’s limited resources of time and 
money can be used efficiently.  
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9. How might assessment be conducted on a low to moderate priority project?  Risk identification 
and assessment usually occurs concurrently and completed independently by participants.  This 
information is turned around to the project manager as quickly as possible who will then compile the 
information and disseminate a risk register for review. 
10. How might assessment be conducted on a high priority project?  Risk assessment is best 
conducted through a face-to-face Risk Planning Session. 
11. Name five items that a Risk Planning Session agenda should include.  Define project and 
meeting logistics, define a facilitator, define the sessions goal as well as in-scope/out-of-scope, detail 
meeting activities, read & review ahead items, time frames for activities, breaks, participant list, and 
RSVP request. 
12. When managing the challenge of variation of tolerance, who must the project manager and 
team ultimately consider?  The client and their tolerances for the triple constraints. 
13. Explain the challenge of assessment in anticipation of response.  People will often anticipate a 
solution while they are assessing a risk.  This anticipated solution is used to make the assessment, but 
the solution is not yet a documented part of the plan and so should not be incorporated into the current 
assessment.   
14. What is the “Black Hole”?  The Black Hole is that area of the risk scoring grid – in the middle 
quadrant – where risks are often assessed at because they are ambiguous and team members are not 
sure how to assess for probability and/or impact. 
15. What two methods can be used to manage the “Black Hole”?  Providing a score for ambiguity 
and removing the middle quadrant from the risk scoring grid. 
16. How can the influence of time impact a risk assessment?  The further away a risk is in the future, 
or an experience is in the past, the more likely that the risk’s assessment will be incorrectly reduced. 
17. Name at least three things that a project manager can do to reduce the influence of bias on a 
risk assessment.  Regularly re-evaluate risks, listen to everyone, regularly speak with team members 
one-on-one, and manage strong personalities on the team. 
18. What is a risk owner?  The risk owner is the individual who will be responsible for developing 
response plans or who will watch a risk that sits below the threshold. 
19. True or False – A project’s initial risk probability and impact score is a dynamic score.  False.  
A project’s current risk probability and risk impact score is a dynamic score.  The initial scores are 
statically held in the risk register. 
20. In prioritization, why should the project manager not create an arbitrary cut-off point (i.e. Top 
Ten Risks)?  A cut-off point may not include all of the risks that are above the threshold, and it does not 
consider risk timing. 
21. Should opportunities be assessed?  It depends.  In some cases, it may be expected by the 
organization.  In others, resources may demand a focus solely on threat management.  A project 
manager should discuss this with sponsorship to set expectations as to how much effort should be spent 
in opportunity management. 
22. Why is it important to document trends?  Trends in qualitative assessment results can be 
documented and utilized for lessons learned and can assist the team in doing a better job of assessment 
going forward in the project. 
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23. What is Expected Monetary Value, and when can it be used?  Expected Monetary Value is a 
method for quantitatively assessing the magnitude of a risk and it can be used in circumstances where 
probability and impact can be numerically defined.   
24. What are Decision Trees?  Decision trees are graphical representations of decisions given that there 
is more than one potential outcome.  It utilizes EMV in its calculations. 
25. What are the three measures discussed when completing probabilistic analysis with PERT?  
What three kinds of estimates can be used?  The three estimates of PERT are pessimistic, most likely, 
and optimistic.  PERT can be used to better estimate work effort, duration, and costs. 
26. What is a Tornado Diagram?  Sensitivity charts are used to visualize impacts for best- and worst-
case of different unsure variables over some range. A tornado diagram demonstrates the variable with 
highest impact kept at the top of the chart followed by other variables in descending impact order which 
represents a tornado. 
27. What is a Monte Carlo analysis?  Monte Carlo simulation analysis is a method to forecast outcomes 
given a set of parameters, and it can be used to evaluate any numerical estimate by running a 
hypothetical project scenario through thousands of iterations to forecast stable estimates. 
Case Study 
The common mistake that Donna makes in this case is that she is using her risk response – which has 
not been approved or installed into the project plan – as her basis for assessing the risk as low-probability 
and low-impact.  And, even if the contractor is later obtained, this may reduce the probability of a re-
allocated resource, but the impact if it did happen would likely be high, based on Jeremy’s experience in 
the organization. 
Jeremy should ask Donna to assess the risk as if the contractor is not approved.  The risk should be 
assessed as things are in the present moment, and then her plan to hire the contractor should be defined 
as a risk response.  The time and cost associated with hiring the contractor will need to be approved and 
determined as affordable within the project’s budget. 

Module 7 – Risk Prioritization and Response Planning 
Review Questions 
1. Define Risk Response Development.  The goal of this process is two-fold; (1)Respond appropriately 
to threats that have been identified, and (2) Determine the strategy for maximizing opportunity risks that 
have been recognized. 
2. Provide three examples of threat avoidance.  Removal of (1) a deliverable currently in scope, (2) a 
resource from the project plan, (3) a process, procedure, or method, (4) a component of the business 
plan’s and project charter’s objectives (i.e. – removal of a deadline as it is unachievable.  An adjustment 
is then made to the project charter for a new deadline), and (5) the entire project – in other words, kill the 
initiative. 
3. What is a risk transfer?  A risk transfer occurs when the project manager and team determines that 
handing the risk over to another entity is preferable to holding the responsibility of the risk themselves  
The simplest example of risk transfer is insurance, bonds and warranties.   
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4. Does transfer remove the risk from the project?  The risk does not disappear from the project in a 
risk transfer – the responsibility for the risk simply changes hands to a stakeholder outside of the project 
organization. 
5. Define risk mitigation.  Mitigation is a proactive response to threat in that it is both planned for and 
implemented prior to any threat actualization.  This means that time and resource is spent in advance 
without knowing whether or not the threat will ever actualize.   
6. Is a contingency plans defined within the concept of mitigation?  No.  Contingency plans are a 
component of active acceptance. 
7. What type of plan is partially proactive and partially reactive?  Contingency plan. 
8. What is a resource reserve?  A resource reserve may be a human or material element that is set 
aside in case needed.  If the resource reserve is not needed, then the project does not incur the expense.  
But, these resources are ready and available on the chance that they are required. 
9. What are the two types of monetary reserves?  Define each.   Management and contingency 
reserves.   Management reserves are a budget of funds separate from the overall project budget and 
used to address unknown-unknowns.  Contingency reserves are funds that have been set aside to 
address a particular risk event and are released if the time for the risk has passed and it does not 
actualize.   
10. Ideally, how should schedule reserves be incorporated?  Schedule contingency should be added 
at a global level (at milestones or at bottle necks in the dependencies in the network, as examples) and 
managed by the project manager while keeping the individual task estimates aggressively achievable. 
11.  Define the student syndrome.  The student syndrome suggests that people will fully apply 
themselves to a task just at the last possible moment before a deadline.  This results in using up any 
buffers built into individual task duration estimates. 
12. Define Parkinson’s Law.  Parkinson’s Law states that work expands to fill the space of the time 
available for its completion. 
13. What are fallback plans?  Fallback plans are the alternate contingency plans that will utilize 
contingency reserves in support of responding to a threat.   
14. What happens with risks that are passively accepted?  The risks that are passively accepted are 
still recorded on a watchlist, assigned a responsible owner, and are reviewed periodically during the 
project. 
15. What are the five methods for responding to opportunities?  Exploit, share, enhance, passively 
accept, and actively accept. 
16. What is residual risk?  Residual risk is that risk that is left over after a response plan has been 
incorporated back into the project plan 
17. What is a secondary risk?  Secondary risks are those that are created as a result of a response 
plan for a primary risk.   
18. What four steps occur in when preparing response plans?  Develop, Evaluate, Document, 
Update. 
19. What five factors should be used to evaluate a risk response?  Supported through agreement, 
Timely, Realistic, Owned, Necessary expense, and Germane. 
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20. What two types of updates should occur after response plans have been documented?  
Updates to the project management plan and updates to product/technical documentation. 
Case Study 
The project manager has developed the risk response plan in a vacuum.  While his intentions are good, 
the risk response plan cannot be robust when developed without the team’s involvement.  And, the team 
will unlikely feel any real ownership for the plan as they didn’t develop it. 
Instead, the project manager should make sure that the risk register is authored by the team.  In this 
case, Mani could use some data from the register he’s built to create a risk identification checklist so that 
the team has a useful tool.  He should not share the entire risk plan he has built as it is likely to either be 
not accepted which will backfire on Aaji, or accepted and not expanded on leading to a less-than-robust 
plan.   

Module 8 – The Monitoring and Management of Project Risk 
Review Questions 
1. Define Risk Monitoring & Management.  The monitoring and management of risk is the process of 
ensuring that the response plans are being implemented as required, evaluating their effectiveness, and 
making alterations to responses when it is appropriate.   
2. Name six typical activities in monitoring & management of risk.  (1) Review response plans to 
make sure they are implemented correctly and are effective, (2) Ensure that the risk management plan is 
correctly being executed – in other words, that the plan is being utilized, (3) Validate that the other 
processes covered previously – identification, assessment, and response development – are occurring 
iteratively and that this information is updated into documentation, (4) Implement contingencies and 
fallback plans at the point of risk actualizations, (5) Track risk actualizations against the issue register, 
and (6) Ensure that lessons learned and archival is occurring.    
3. What is an effective way to ensure that response plans are being regularly reviewed and new 
risks are being identified and assessed?  Incorporate it as part of regular status reporting. 
4. What should the project manager do when the RMP is hindering the project team?  In the event 
that the process in the RMP hinders the team’s true ability to manage risk then the RMP should be 
updated with a process more suitable for the project. 
5. Why should a risk be tracked to an issue?  The reality is that every item on an issue register was a 
risk at one point in time.  The question a project manager must ask is – was the defined issue previously 
identified on the risk register or not?  If so, then there should be a tracking mechanism so that recorded 
risks and recorded issues can be linked.  This is invaluable in lessons learned because a simple query of 
both registers gives a good indication of the risks that the team was able to predict and which problems 
they were not able to predict. 
6. What is meant be the statement that a project manager’s primary job in risk monitoring & 
management is communication and public relations?  Projects are made up of people, and so a 
primary job for any project manager is to manage risk as it relates to the stakeholders in his project.  This 
includes not only assuring that they are.  It goes much deeper than this.  A project manager has the 
primary responsibility to establish trust and confidence among the various stakeholders that are involved 
in the initiative.   
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7. What is a project manager’s greatest personal risk on any project?  A PM’s greatest personal risk 
is that the client and/or sponsorship will lose trust in his or her ability to actively manage risk for the 
project. 
Case Study 
Mario and the team made a common mistake.  Their interpretation of a risk was much different than what 
was experienced by the client.  Mario should have taken the time early on to make sure the client 
understood the risk of fast-tracking the system test beside the UAT.  He should have explained to the 
client and UAT lead that they should expect that there will be defects they will find because the system 
test would not be completed.  He should have helped them to anticipate this scenario so that they would 
be prepared for it. 
At this point, Mario should not diminish the client’s concern by trying to prove that there is no problem.  
Instead, he needs to rebuild trust with the client as best he can and explain that the team will be 
managing the defects and will keep the client fully informed as the test proceeds.  
Much of a project manager’s job related to risk is a communication and public relations activity.  Keeping 
clients engaged and informed early and regularly assists in maintaining their trust with you.  Always assist 
the client in anticipating risk and problems. 
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Below are examples of the types of questions you can expect from the course’s online 
assessment. Please answer the following questions and then check your answers with 
the answer key that follows. 

1. An opportunity is – 
 An actualized benefit of solving the customer's problems. 
 A positive potentiality in the project. 
 Is usually discovered early during the life of the project. 
 Can only be managed by the client. 

2. What best defines Optimism Bias? 
 A tendency by individuals to overestimate their own abilities over 

that of others. 
 A benefit of a risk management for the project manager and 

team is improved communication with stakeholders. 
 A tendency toward overestimating the probability of positive 

events and underestimating the probability of negative 
circumstances. 

 The need to anticipate outcomes which are far less damaging to 
the project than what usually results in reality. 

3. Which answer best describes what the process of risk assessment 
allows project stakeholders to do? 
 Determine how to respond to risks. 
 Identify risk events that might occur in the project. 
 Prioritize risk in order to better utilize scarce resources. 
 None of the above 

4. The RMP tool that assists in determining which individuals should be 
involved in properly defining the risk processes of a project is known as – 
 RMP Process Determination Worksheet 
 RMP Stakeholder Identification Worksheet 
 Stakeholder Tolerance Worksheet 
 All of the above 
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5. The RMP tool that assists in scoring a project to determine where a 
formal RMP is required is known as – 
 SWOT Analysis Template 
 RMP Process Determination Worksheet 
 Stakeholder Tolerance Worksheet 
 RMP Stakeholder Identification Worksheet 

6. You are preparing to conduct the first risk identification for the project. 
Which of the following would not be gathered prior to risk identification? 
 WBS and the scope baseline document 
 Project estimates for time and cost 
 The project's risk register 
 List of project stakeholders 

7. Why are old issues' logs useful for risk identification? 
 All issues were risks at one point in time. 
 More time can be spend on opportunity development. 
 Issue logs should not be used for risk identification 
 Old issues logs define the risks that will actualize for the current 

project. 
8. Which of the following is likely not an appropriate method for risk 

identification on low-risk projects? 
 Interviews 
 Team risk planning session 
 Questionnaires 
 Checklists 

9. Which of the following would not be defined in the risk register at the 
conclusion of risk identification? 
 A narrative consequence of an event 
 A defined risk originator 
 Response strategies for risk 
 Trigger points 
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10. The area of the scoring grid where risks are often assessed because 
they are ambiguous and team members are not sure how to assess 
for probability and/or impact is known as – 
 A tornado diagram 
 Monte Carlo 
 The black hole 
 SWOT 

11. A simulation used to forecast outcomes by running a 
hypothetical project scenario through thousands of iterations to forecast 
stable estimates is known as – 
 Tornado diagram 
 Monte Carlo 
 Decision tree 
 EMV 

12. The concept that people apply themselves to a task at the latest possible 
moment before a deadline is known as – 
 Parkinson’s Law 
 Fallback position 
 Student syndrome 
 Preventative reserve 

13. Work expands to fill the space of time. This concept is known as – 
 Student syndrome 
 Parkinson's Law 
 Reserve forecast 
 Estimation bias 

14. The risk that is left over after a response plan has been incorporated into 
the project plan is known as – 
 Response risk 
 Residual risk 
 Secondary risk 
 Fallback risk 
 None of the above 
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15. Which of the following is not a true statement related to risk monitoring 
and management? 
 A PM should validate that identification, assessment, and 

response development processes are occurring iteratively 
throughout the project. 

 It is the responsibility of the PM to ensure that the RMP is being 
carried out during the project's lifecycle. 

 A risk management program is designed to completely remove 
risk. 

 Lessons learned is a component of risk monitoring and 
management. 
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Assessment Preparation Answer Key 
1. A positive potentiality in the project.  Opportunities are those potential risk 

events that would benefit the project and/or client. 
2. A tendency toward overestimating the probability of positive events and 

underestimating the probability of negative circumstances.  Optimism bias is 
both a tendency toward overestimating the probability of positive events and the 
tendency toward underestimating the probability of negative circumstances. 

3. Prioritize risk in order to better utilize scarce resources. Risk assessment 
allows stakeholders to prioritize risk in order to better utilize scarce resources. 

4. RMP Stakeholder Identification Worksheet. The RMP Stakeholder 
Identification Worksheet's purpose is to identify the stakeholders that may need 
to be a part of the RMP development process. 

5. RMP Process Determination Worksheet.  The RMP tool that assists in scoring 
a project to determine where a formal RMP is required is known as 
the RMP Process Determination Worksheet. 

6. The project's risk register.  The risk register is begun after the risk identification 
has occurred. 

7. All issues were risks at one point in time. Old issues' logs can be useful as 
they can give an indication of what might actualize. All issues were risks at one 
point in time. 

8. Team risk planning sessions.  Team planning sessions are likely more 
expense and time than a low-priority project can afford. 

9. Response strategies for risk.  Response strategies would not be defined during 
the process of risk identification. 

10. The black hole.  The black hole is that area of the scoring grid where risks are 
often assessed because they are ambiguous and team members are not sure 
how to assess for probability and/or impact. 

11. Monte Carlo.  A simulation used to forecast outcomes by running a 
hypothetical project scenario through thousands of iterations to forecast stable 
estimates is known as Monte Carlo. 

12. Student syndrome.  The concept that people apply themselves to a task at the 
latest possible moment before a deadline is known as student syndrome. 

13. Parkinson’s Law.  Work expands to fill the space of time. This concept is known 
as Parkinson's Law. 

14. Residual risk.  The risk that is left over after a response plan has been 
incorporated into the project plan is known as residual risk. 

15. A risk management program is designed to completely remove risk. A risk 
management program is designed to limit – not completely remove – challenge 
from a project. 
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